Allard Affidavit: Attachment A

AGREEMENT
BETWEEN
THE UNITED STATES NUCLEAR REGULATORY COMMISSION
AND
THE COMMONWEALTH OF PENNSYLVANIA FOR THE
DISCONTINUANCE OF CERTAIN COMMISSION REGULATORY
A AUTHORITY
AND
RESPONSIBILITY WITHIN THE COMMONWEALTH PURSUANT TO
SECTION 274 OF THE ATOMIC ENERGY ACT OF 1954, AS AMENDED

WHEREAS, The United States Nuclear Regulatory Commission
(hereinafter referred to as the Commission) Is authorized under Section 274 of
the Atomic Energy Act of 1954, as amended, 42 U.S.C. § 2011 et seq. (hereinafter
referred to as the Act), to enter into agreements with the Governor of any
State/Commonwealth providing for discontinuance of the regulatory authority of
the Commission within the State/Commonwealth under Chapters 6, 7, and 8, and
Section 161 of the Act with respect to byproduct materials as defined in Sections
1le.(1), 11e.(2), 11e.(3), and 11e.(4) of the Act, source materials, and special

nuclear materials in quantities not sufficient to form a critical mass; and,

WHEREAS, The Governor of the Commonwealth of Pennsylvania is
authorized under the Pennsylvania Radiation Protection Act of July 10, 1984,
P.I. 688, No. 147, as amended, 35 P.S. § 7110.101 et seq., o enter into this

Agreement with the Commission; and,

WHEREAS, The Governor of the Commeonwealth of Pennsylvania certified
on November 9, 2006, that the Commonwealth of Pennsylvania (hereinafter
referred to as the Commonwealth) has a program for the control of radiation

hazards adequdte to protect public health and safety with respect to the materials



within the Commonwealth covered by this Agreement, and that the

Commaonwealth desires to assume regulatory responsibility for such materials;

and,

WHEREAS, The Commission found on February 12, 2008, that the
program of the Commonwealth for the regulation of the materials covered by this
Agreement is compatible with the Commission’s program for the regulation of

such materials and is adequate to protect public health and safety; and,

WHEREAS, The Commonwealth and the Commission recognize the
desirability and imporiance of cooperation between the Commission and the
Commonwealth in the formulation of standards for protection against hazards of
radiation and in assuring that Commonwealth and Commission programs for

protection against hazards of radiation will be coordinated and compatible; and,

WHEREAS, The Commission and the Commonwealth recognize the
desirability of the reciprocal recognition of licenses, and of the granting of limited

exemptions from licensing of those materials subject to this Agreement; and,

WHEREAS, This Agreement is entered into pursuant to the provisions of

the Act;

NOW, THEREFORE, It is hereby agreed between the Commission and the
Governor of the Commonwealth acting on behalf of the Commonwealth as

follows:
ARTICLEI

Subject to the exceptions provided in Articles IT, IV, and V, the Commission shall
discontinue, as of the effective date of this Agreement, the regulatory authority of



the Commission in the Commonwealth under Chapters 6, 7, and 8, and Section

161 of the Act with respect to the following materials:

1. Byproduct materials as defined in Section 11e.(1 ) of the Act;
2. Byproduct materials as defined in Section 11e.. 3) of the Act;
3. Byproduct materials as defined in Section 11e.(4) of the Act;

4.  Source materials;

5.  Special nuclear materials in quantities not sufficient to form a critical

mass;

6. The regulation of the land disposal of all byproduct, source, and

special nuclear waste materials covered by this Agreement.

ARTICLE IT

This Agreement does not provide for discontinuance of any authority and the

Commission shall retain authority and responsibility with respect to the

following:

1. The regulation of the construction and operation of any production or

utilization facility or any uranium enrichment facility;

2. The regulation of the export from or import into the United States of

byproduct, source, or special nuclear material, or of any production or

utilization facility;



3.  The regulation of the disposal into the ocean or sea of byproduct,

source, or special nuclear materials waste as defined in the regulations

or orders of the Commission;

4. The regulation of the disposal of such other byproduct, source, or
special nuclear materials waste as the Commission from time to time
determines by regulation or order should, because of the hazards or
potential hazards thereof, not be disposed without a license from the

Commission;

5. The evaluation of radiation safety information on sealed sources or
devices containing byproduct, source, or special nuclear materials and
the registration of the sealed sources or devices for distribution, as

provided for in regulations or orders of the Commission;
6.  Byproduct materials as defined in Section 11e.(2) of the Act.
ARTICLE Il

With the exception of those activities identified in Articles I, paragraphs 1
through 4, this Agreement may be amended, upon application by the
Commonwealth and approval by the Commission, fo include one or more of the
additional activities specified in Article 11, paragraphs 5 and 6, whereby the
Commonwealth may then exert regulatory authority and responsibility with

respect to those activities.

ARTICLE IV

Notwithstanding this Agreement, the Commission may from time to time by rule,

regulation, or order, require that the manufacturer, processor, or producer of any



equipment, device, commodity, or other product containing source, byproduct, or

special nuclear material shall not transfer possession or control of such product
except pursuant to a license or an exemption from licensing issued by the

Commission.
ARTICLE V

This Agreement shall not affect the authority of the Commission under Section
161b or 161i of the Act to issue rules, regulations, or orders to protect the
common defense and security, to protect restricted data, or to guard against the

loss or diversion of special nuclear material. -
ARTICLE VI

The Commission will cooperate with the Commonwealth and other Agreement
States in the formulation of standards and regulatory programs of the
Commonwealth and the Commission for protection against hazards of radiation
and to assure that Commission and Commonwealth programs for protection
against hazards of radiation will be coordinated and campatible. The
Commonwealth agrees to cooperate with the Commission and other Agreement
States in the formulation of standards and regulatory programs of the
Commonwedalth and the Commission for protection against hazards of radiation
and to assure that the Commonwealth's program will continue to be compatible
with the program of the Commission for the regulation of materials covered by

this Agreement.

The Commonwealth and the Commission agree 1o keep each other informed of
proposed changesin their respective rules and regulations and to provide each
other the opportunity for early and substantive contribution to the proposed

changes.



The Commonwealth and the Commission agree to keep each other informed of

events, accidents, and licensee performance that may have generic implications

or otherwise be of regulatory inierest.
ARTICLE VII

The Commission and the Commonwealth agree that it is desirable to provide
reciprocal recognition of licenses for the materials listed in Article I licensed by
the other party or by any other Agreement State. Accordingly, the Commission
and the Commonwealth agree to develop appropriate rules, regulations, and

procedures by which such reciprocity will be accorded.
ARTICLE vII

The Commission, upon its own initiative after reasonable notice and opportunity
for hearing to the Commonwealth, or upon request of the Governor of the
Commonwealth, may ferminate or suspend all or part of this Agreement and
reassert the licensing and regulatory authority vested in it under the Act if the
Commission finds that (1) such termination or suspension is required to protect
public health and safety, or (2) the Commonwealth has not complied with one or
more of the requirements of Section 274 of the Act. The Commission may also,
pursuant to Section 274j of the Act, temporarily suspend all or part of this
Agreement if, in the judgment of the Commission, an emergency situation exists
requiring immediate action to protect public health and safety and the
Commonwealth has failed to take necessary steps. The Commission shall
periodically review actions taken by the Commonwealth under this Agreement to
ensure compliance with Section 274 of the Act which requires a Commonwealth
program to be adequate to protect public health and safety with respect to the

materials covered by this Agreement and to be compatible with the Commission s

program.



ARTICLE IX

effective on March 31, 2008, and shall remain in

This Agreement shall become
terininated pursuant (0 Article VIIL

effect unless and wntil such time as it s

i Rockville, Maryland, in friplicate, this _U)f_i_ day of March, 2008.

FOR THE UNITED STATES N UCLEAR
REGULATORY COMMISSI ON

Done at Hart sylvania, in triplicate, this 2 Gavday of March, 2008.

FOR THE COMMON WEALTH OF
PENNSYLVANIA

wird G. Rendell, Governor

: ﬂang}_ C;‘“ Qz’smﬁﬂmﬂf )



Allard Affidavit: Attachment B

Pennsylvania Department of Frivironmental Protection

" 909 Elmerton Avenue
Harrisburg, PA 17110-8200
' ' Tanuary 28, 2010
Southcentral Regional Office 717-705-4703
FAX - 717-705-4890
| NOTICE OF VIOLATION

| PRIORITY MAIL DELIVERY CONFIRMATION NO £

Core Lab oratories, L.P.- ProTechnics Division

Re: License No S

The Department is aware that the servic
(ProTechnics) were enlisted by ’
‘radioactive tracer study at the

es of Core Laboratories, I..P. - ProTechnics Division

order to conduct a
T o B |ocated along Ry
s T gEEE (), December 10, 2009, ProTechnics mjected a gel solution, which was
comptised of water, sand and & REEES R e SEEEEREEE 1 dor Pennsylvania
Reciprocity License No & of SRR, A fer the injection o
the ProTechnics’ field technician left the well stte.

Following ProTechnics’ departure from the well site, it and and water,
which were contaminated with g : e : (o the
surface. et oved the radioactive material

from an on-site tank on December 21, 2009 and transported the radioactive material to th

L s D e T P e pEETETEREEEEEINERRA 8 in tuin, transported aroll-
off container, which included the radioactive material to Modern Landfill for disposal on December 22,
2009, Upon entering the scale at Modem Laadfill, a radiation monitor was alanmed and Modern
Iandfill notified the Department of this event. -

The following violation is noted:

- o 25Pa. Code § 217.1(2) requires that a person may not receive, NOSSESS, USS,
transfer, owrt or acquire radioactive material except as authorized under a specific
" license. SpBOiﬁca]ly, BRI T e S
require that the released radioactive material be possessed, handled and/or
disposed in a manner outlined in the procedures submitted with the license
application,

ProTechnics fziled to ensure proper handling and disposal of the radioactive material
after it had been pumped to the suface and sent for digposal at an off-site Jocation.

An Equal Opportunity Emplayer . wwwdep.state.pa.us ’ Peinted on Recycled Papm‘@




-2- : January 28, 2010

+

_ The Department is in receipt of an incident report, which described the corrective actions taken.
Be advised that n6 additional response is necessary at this time. -

This Notice of Vielation is neither an order nor any other final action of the Department. 1t neither
imposes nor waives any enforcement action available {o the Department under any of its statutes.

Thank you for yous cooperation. If you have any questions, please call me at 717-705-4898.
- Sincerely,- '

a1

; ' Lisa A. Forney
' Compliance Specialist
Radiation Protection Program

B ore Taboratories, L.P.~ Protechnics Division




_ ,é‘répenhsywania"
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Allard Affidavit: Attachment C

DEPARTMENT GF ENVIRONMENTAL PROTECTION
RADIATION PROTECTION PROGRAM o

Tune 15,2010

 NOTICE OF VIOLATION. -

FRIORITY MAIL DELIVERY CONFIRMATION NO. 685

Re: License No.
- BFACTS Inspection

IDHIr\To.

'Dcali'”— o )

The Department is aware that ProTechnics, a Division of Corp Laboratories, LP (ProTechnics) -
5 to conduct a radioactive tracer study at

gWERY 1] site/ femporary job site), located m

: ProTechnics

Flow-back, which is the surface flow of the injected material, oecured, Materials inclading, but
bt timited to geo-synthetic fibric anda pond Hinex (residual wastc) wete confaminated by this
‘process. The contaminated residual wraste was fransported to the MeKean County Landfill
(MCL) in Seigeant Township, MoKean County. Upon entertng the landfill, an alarm was
signaled and MCL: notified the Department. ) i

On Tone 1, '2010_, w0 1oll off containers containing the radioactive residual waste were
transported from MCE to the well site,, The radioactive residual waste yemajns in stotage forin
sifu decay. : - ‘ g

The following viclations were observed:
1. 25Pu Code § _217.1(&) states, in part, “A person may not feceive, possess, USe, transfer, own

or aoqtﬁrc,zadioacﬁve material except ag authorized under a specific ficense or penetal
license.” ' - a B :

—

Southcentra! Reglonal Office | 903 Eimerton Avenus | Harrisbitrg, PA- 17110-6200
~17.705.4703 | Fax 747.705.4690 Prited on Recyeled eper S T www.depweb.siate.pa.s




3,

. only at temp

ProTechnics failed to transfer T an anfhorized entity. Spocifically,
residual waste containing g S S (ficensed material) was transferred to &
facility that was ot Hoensed to nandle o dispose of the radioactive material - Be advised
that this is a repeat vioJation since ProTechnics was previously cited in a Notice of Violetion
dated Jarmary 28, 2010. o T S Y B

[
e Ll

orary job siftés i Pennsylvania.”

: Mlir:.e teri

ProTechrics fafled to 'cc.)m;pl‘y with the terms of License § S
cortrol of the Heensed imaterial was lost, Specifically _ ATY

frotn the temporary job sife o MO, where it was stored fom May 21,2010 to'May 28,
2010. - I

i
¥

Ticense FEi R IREERAY (e, i pact, “The leshses 1s mrthoﬁg.pdto store for in
sifu decay radiactive material fisted i Tems 6.A., 6.8., and 6.C that-is releqsed doring an
ymeontrolled well reversal or “flogback’ it accardance with. procedures listed in the
fcpﬁp]icaﬁﬂn dated Japnary 6, 2010.7 oo . ' .

ProTechnics fafled to comply with the terms of L1 EmemaRy. since
they did ngt adhers to the Section TV of the Emergeficy e nd Operating: cedures provided
on Jawiary 6, 2010 Specifically, Section TV, Part 7.2.2 fequires that ProTechnics inftrm. the

well awnet/operater of well reversal procedures priof o e racer opexation and-thet the

material from the well reversal be dizected toward an earihen barder.  Furthermore, Part

7.4.], roquires that the activity not only be placed in the carthen barrier, but that it be covered

with a mminimrm of 2 feet of clean. sail. P:oTachnics did ot adhere to their Operating and
Fepergency Procedures, since the residual waste was not divected to the carthen barrier and
coverad with clean soil. ) -

You are hereby notified of the existence of violations as-well as {he neéd fo provide prompt -
comective action. Failure to correct the vialations may resultinJegal proceedings under the

Radistion Protection Act. Under the Act, sach.day ofviclationis considered 2 distinct and
sepatate offense and wiil be handled accordingly.

'The violafions described above constifude & public maisance mdar Section. 309 of the Radiation

Protection Act, 35P.5.§ 7110.309, and may sobject YOU, ander Section 308(e) of the Radiation
Protection Act, 355, § 7110.308(c), to civil penalty Tiability of up to TWENTY-FIVE :
THOUSAND DOLLARS ($25,000) for cach violation plus up to FIVE THOUSAND

DOLLARS (§5,000) per day fox each c

ontinuing day of violation.

-2- Tupe 15, 2010

Wy ool in part “Licenied material thay be used 6x stored




" Fune 15, 2010

You are requested o attend an informal adminisrative conference with Department
representatives ont Tuly 7, 2010 at 10:30 AM at-the donthcentral Regional Office, 909 Eimerton.
Avenne, Harrisborg, PA. 17110; Options for setilement oFthe above-deseribed violations will be
Jiscussed at that time. Finally, we recommend that you correct any outs ding violations at the

Site prior to this conference and that you bring documentation of the corrective actions fo the

conference.

Please notify this office by June 28, 2010 to confiom your attondance at the conference da‘s'pribed
ehove. Also, please infotm us if YOUT. sttorney will be.aftending the meefing. .

This Notice of Viclation is neither an oxder nor any other final action. of the Department. It

peither imposes nor waives any enforcement action available
statntes. : '

Thank you for yout cooperation.
Stucerely, .

- on Wl

Lisa A. Fomey
Compliance Speciatist
Rardiation Protection Program

co: NEEEEEN ProTechnics
3 SR Wy Pro(cchnics

%, the Department under any of s




Allard Affidavit: Attachment D

’ pennsylvania

DEPARTMENT OF ENVIRONMENTAL PROTECTION
RADIATION PROTECTION PROGRAM

. November 2,2010

PRIORITY MAIL DELIVERY CONFIRMATION NO.

n of Core braﬂes P

Re:

Bnolosed is an exccuted copy of the Consent Order and Agreement (COA), which is dated
November 2, 2010. This will also acknowledge receipt of check number §60223 in the amount
of $29 000,00 in accerdance with the COA. : '

Thank you for your cooperatlon. Tf you have any questions, please feel free fo contact me at
717.705,4898. ' '

Sincetely,

LlsaA Forney \MK

Compliance Specialist
Radiation Protection Program

Enclosures

ce: General Counsel with enclosure

southcentral Reglonal Office | 909 Elfmerton Avenue | Harrlsburg, PA -17110-8200
717.705.4703 | Fax 717.705.4830 printed on Recycled Pawrgé . www.depweb,state.pa.ts




:  COMMONWEALTH OF PENNSYLVANIA .
&  DEPARTMENT OF ENVIRONMENTAL PROTECTION

Tn the matter off

ProTechnics Division.of Core Laboratories L.P. : Violations of the Radiation Protection Act of

N L : Tuly 10, 1984, P.I.. 688, No. 147,35 P.5. §
7110.101 et seq. and 25 Pa. Code § 217 ef seq.
" License No. /Sl

CONSENT ORDER-AND AGREEMENT

This Consent Order and Agroement (COA) is entered info ﬂﬁszwlday- of psanbies , 2010, by and
beteveen. the Commonwealth of Pennsylvania, Depattment of Fuovironmental Protection {the
“Department”), and ProTechnics Division of Core Laboratories LP (“ProTechnics”), aka.ProTechnics, a
Core Laboratories Company (“ProTechnics”).

Findings

The Department has fm;nd and determined the following findings which ProTechnios agrees are
true and correct, . - .

A. The Department is the agency with the duty and avthority to administer and enforce the
Radiation Protection Act, Act of July 10, 1984, P.L. 688, No. 147, 35 P.S. § 7110.101 et
seq. (*The Act”) and Qection 1917-A of the Administrative Code of 1929, Act of
April 9, 1929, P.L. 177, as amended, 71 P.S. § 510-17 (“Administrative Code”); and the
rules and regulations promulgated thereunder, o

B. ProTechnics conducts business at § R

L _.::: of recGS. )

O, ProTechnics is contracted by well ownets and/or well operators (“Well Owner/Operator”)
to inject radioactive material info gas wells, which are intended to exiract natural gas from
the Marcellus Shale Formation. The injection is necéssary to determine the effectiveness

of hydraulic fracturing.

D. On April 1, 2008, the Department granted the Reciprocity Genperal License I
ProTechnics, Licens_lthorized_ProTechnics fo conduct radioactive fracet studies
* within Pennsylvania in accordance with Texas Radicactive Material License Numbeygeig

expired on April 1, 2009,



. 20, 2009, the Department granted the renewal of Reciprocity General LiCﬁ;flSG

B T license remained in effect until April 30,2010,

F, On December 10, 209,ProTechnics injected ERNEEE
well _site in (S
Following ProTechnics’ departure from the TR
which produced radicactive residual waste. The radioactive
from the site and directed for disposal by a third party. '

2 tlow back incident ocourred,
residual waste was transported

G. On Desember 22, 2009, Modem Landfill notified the Department that a load of waste had

alarmed their Iiaﬁon monitors, The source was identified as in residual waste from

H. OnDeceraber 30, 2609, ProTechnics attended a meeting with Department representatives and
apreed fo apply for a Pennsylvania Radioactive Materials License. ' -

I, OpJanmary 26,2010, ProTechnics submitted an incident report and affirmed their comznitment
to obtain a Penndytvania Radioactive Materials License.

' T, OnJanuary 28,2010, the Depaﬁment issned é.Noﬂce of Violation (“NOV™) to ProTechaics for
failing to adhere to the terms of Texas Radioactive Material License Number iy and °
reciprocity general license I :

K. Pennsylvania Radioactive Materials License Ry =< issued on February 26, 2010 and
" semains in full effect through February 26, 2020, T .

foooe i e g (“Well Owner/Operator’”) contracted ProTectmics to jnject
“Iadioactive tracer into a series of wells located along the @
. in B i e Tha injec’tions DCCUII‘Cd between '
April 17,2010 and April 23, 2010. ' ‘

M. Oa Apeil 17, 2010, representatives from the Well Owner/Operator and ProTechnics signed a
well tracer agreement o1 [Nt R P . | hc agreemeont describtied the necessary
actions fo be taken in the event of a well flow back/ well reversal and authorized the placing of
well returns {containing radicactive tracer material) for decay In Situ on Site.

N. ProTechnics conducted a Site survey on April 23,2010 prior to their departure.

0. Between the dates of April 23, 2010 and April 27, 2010, licensed radioactive material returned .
{0 the surface or flowed back ot RS (‘{low back incident”). Well refuns, comfaining
approximately 0.078% of the injected quantity of -, were collected onto a tarped axea
around the well and allowed to evaporate. The tarp was cut info pieces and directed for

disposal by a third party.

T b A LT A



Om May 21, 2010, Rustick, LEC MoKean. Cousty Land§il (McKoan County Lendfil")
notified the Department that a load of waste had alarmed thefr radiation monitors, The sonrce
was identified as in residual waste, including, but not Hmited to the tarp from the Site.

On May 24, 2010, the Well Owner/Operator ‘contactevaroTephnics and advised them of the
flow back incident at -nd subsequent radistion alarm at McKean Couaty Landfill.

On June 1, 2010, the radioactive residual waste was returned to the Site for. decaﬂr In Situ.
ProTechnics posted a sign and placed a fencé around the area comtaiming the radioactive

regidual waste,
ProTecknics violated the reguiatofy requiremetts uader the Act as follows; -

1. EroTcéhﬁos failed to transfer radioactive material to"an authorized entity that was licensed
to handle radioactive material, in violation 0f 25 Pa. Code § 217.1(n).

meterial at {emporary job sites in

2. ProTechnics failed fo only use or store-ijggr_'\;sg:_&f
SRR | 25 Po. Code § 217.1(2).

Pennsylvania, as required by NS

3, ProTechnics failed fo adhere to the Emergency and Operaﬁ_ﬁg Procedures inchuded in
. License— in violationt of License (NG Conditionggy and 25 Pa. Code §
217.1(a). . - .

4, ProTechnics failed o submit a report and a signed agreement from the property owner
authorizing storage for Decay I Sifu within 30~days of an wncontrolled well reversal,
in violation of License-C{)ndiﬁmEnd 25 Pa. Code § 217.1(a). C

On_Fune 15, 2010, the Depattment issned an NOV to ProTechnics, for the violations listed in -
Paragraph S, above. :

. On July 12, 2010, an administrative enforcement conference was held between ProTechnics

and representatives of the Department, ProTechnics provided thof RNy oo Agreement

' dated April 17, 2010; a draft of proposed changes to the well site agreement; as well as copies

of job site survey forms.

. On Faly 13,2010, ProTechnics submltted a report fo :che Department, as well as a desoripﬁon of

proposed comeotive actions.

On Fuly 23, 2010, the Department sext a deficiency leiter requesting a 30-day report, which -
inoluded ail items Hsted in Liccnse- Condifio . L

On July 28, 2010, ProTechnics provided a response letter; a copy of the April 17, 2010 S5
dite, agreement and a copy of Profechnics’ guidelines for radioactive tracers duting

well stimulations.



V. ‘The violations described in Paragraph S, above constitute unlawful conduct under Section 307
of the Radiation Protection Act, 35 P.S. § 7110307, a public nuisanee tnder Section 309(a) of
the Radiation Protection Act, 35 P.S. § 7110,309(a), and subjects ProTechnics to civil penalty
Tiability uider Section 308(e) of the Radiation Protection Act, 35 P.S. § 7110.308(e).

- ORDER

After full and comiplete negotiation of all matters set forth in this COA and upon mu:tual exchange
of the covenants herein, the parties desiring to avoid litigation and intending to be legally bound, it is
hereby ORDERED by the Department and AGREED to by ProTechnics as follows: -

1. Aathority. This COA is an Order of the Depariment authorized and issued pursuant to
Section 308(e) of the Radiation Protection Act, 35 P.S. § 7110.308(e) and Section 1917-A
of the Administrative Code, supra. The failuze of ProTechnics to comply with any term or
condition of this Consent Order and Agreement shall subject ProTechnics fo penalties and
remedies provided by those statutes for failing to comply with an order of the Department.

2. Tfindings.

" a. ProTechnics agrees that the findings in paragraph_s A through Y. are troe and comrect
and in any matter or proceeding imyolving ProTechnics and the Department,
ProTechnics shall not challenge the accuracy or validity of these findings.

b. The parties do nof authorize any other persoﬁs 1o use the findings in the COA in any
: matter or proceeding, o ‘

3, Corrective Actions.

a, ProTechnics shall provide a copy of the Radioastive Tracer Well Site Agreement in
Attachment A to each Well Owner/Operator who' contracts ProTechnics to conduct
a radioactive tracer study within Pennsylvania. '

b. ProTechnics and the Well Owner/Operator shall sign and complete a Radioactive
Tracer Well Site Agreervent for cach well that is traced in Pennsylvania. Within
Five business days of compleéting the form, ProTechnios shall submit a copy to the

Department.

o. Prior to tracing each well, ProTechnics shall provide an instructional session to the
“Well Ownex/Operator which includes, but is not limited to gencral radiation safety
principles, as well as procedures for handling flow back incidents and acceptable
 mefhods of disposal, ProTechnies shall document that training was provided and
provide copies to the Department upon request, -

Tleen A —L1 4




" 4. Within 14 days of the execution of this COA, ProTechnics shall submit a license
amendment request to the Department to amend Licens_e_ as follows!-

1. ProTechnics shall request that License n, Condition ’ be
_ amended o exclude the terra “Property Owner.” ~

3. ProTechnics shall request that License '15:1';:53:'.-5-"-'-- BB - onended to include
the submission of the completed Radioactive Tracer Well Site
Apreement within five business days of signature and completion.

9. ProTechnics shall request that License {EGEMIbe amended to include
that ProTechnics make arrangements with the Well Owner/Operator to
ensure the stabilization of éach earthen batrier containing radjoactjve
rosidual waste for In Sify decay within Pennsylvania. ProTechnics shall
condnct 4 minimum of one inspection per year which shall inchnde, ut
not be limited to an assessment of the integrity of the area, markings,
and fencing; the adequacy of stabilization, an indication of any
maintenance thaf may be required; and documentation ihat the
inspection was compieted.

4, ProTechnics shall request that License —30nditioi1 ‘e‘
. amended to inchude that ProTecknios will provide notification to'the
Department in accordance with Paragraph 10 of this COA.

5. ProTechnics shall request that Licensa’oe amended to incinde
that ProTechnics will immediately notify the Deparfment upon
confirmation that licensed radioactive material is contained within flow
back/ well returns, :

. In the event of a flow back i}lcident, ProTechnics shall contain the well reversals
containing licensed radioactive material o the on site earthen barrier, in accordance
with Section 7 of the Emergency and Operating Procedures included in License

- Condition-

Upon confirmation that lcensed rmaterial has returned to the surface, ProTechnics:
shall immediately notify the Department in accordance with Paragraph 10 of this
COA. This shall apply to all well retums / flow back containing licensed
radionctive material regardless if it is controlled or uncontrolled and regardless of
the quantity of licensed material that reaches the surface.

. ProTechnies shall conduct and document a complete survey and sketch of the area
surrounding the well retums / flow back containing licensed material in accordance
with Section 7.1.4 of the Emergency and Operating Procedures included in License

Condition (R ProTechnics shall provide copies of the completed

“survey form to the Department npon request.

Doee & ~F 14
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h. ProTechnics shall submit a reﬁort, which summarizes the events that caused licensed
radivactive material to flow back and all actions faken following the incident. The
seport shall be in accordanee with the tenms of Licenss SEEREEEd, Condition

and shall be submitted within 30 days of the flow back of licensed material,

4, Civil Penalfy Settlsment. Upon signing this COA, FroTechnics shall pay the civil penzlty

of TWENTY NINE THOUSAND DOLLARS ($29,000/00), Subject to Paragraph 5,
below, this payment is in settlement of the Department’s claim for civil penalties for the
violations set forth in Paragraph S, horein, The payment shall be by corporato check or the
like, made payable in the following manner and to the referenced parties: (a). Payment in
the amount of TWENTY NINH THOUSAND DOLLARS ($29,000.00). to the
«(ormonwealth of Pennsylvania, Radiation Protection Fund,” and sent c/o Ms. Lisa A,
Forney, Compliance Specialist, DEP Southcentral Region, Rediation Protection Prograze,
509 Fimerton Avenne, Herisburg, PA 17110-8200.

Stipulated Civil Penalties.

a. In the event that ProTechnies fails to compl‘y‘ in a timely manner with the provisions
of this COA, ProTechnics shall be in violation of this COA and, in addition to other
applicable remedies, shall pay a civil penalty in the amount determined under the

following schedule:

1, TFor any documented violation of Paragraph 3, ProTechnics shall pay of
ivil penalty of FIVE HUNDRED DOLLARS ($500.00) per day for cach
violation,

b. S_ﬁpula’ted civil penalty payments shall be payable monthly on or before the fifteenth
day of each suceeeding month, and shall be forwarded as described in Paragraph 4,

abave.

c. Any payment tinder this paragraph shall neither waive the duty of ProTechnics to
meet their oblipations under fthis COA, nor preclude the Department fiom
commenging an action to compel ProTechnics with the ferms and conditions of this
COA. The payment resolves the lability of ProTechnics only for civil penalties
arising from the violation of this COA, for which the payment is made.

d. Stipulated civil penalties shall be due automatically and without notice.

¢ Additional Remedies.

-

a. Tn the event that ProTechnics fajls to comply with any provision, of this COA, the’
Depariment may, in addition to the remedies prescribed herein, pursue aby remedy
avaitable for a violatior of an order of the Department, including any action to
enforce this COA. '

Poma A af 14




b, The remedics ptovided by this patagraph and paragraph 5 are cumulative and the
exercise of one does not preclude the exercise of any other. The faiture of the
Department to purste any remedy shall not be deemed to be 2 waiver of that
remedy. The payment of a stipulated penalty, however, shall preclude any frther
assessment of civil penalties for the violation for which the civil penalty is paid,

KB Reservation of Rights, The Department reserves the right fo require additional measures to
achieve compliance with the applicable law. ProTechuics reserves the right to challenge an
action which the Department may take to require those measures. ) :

8. Liability of Operator, ProTechnics shall be liable for amy violations of the COA, including

fhose caused by, contributed to, or allowed by its officers, agents, employees or contractors.
ProTechnics also shall be liable for any violation of this COA caused by, contributed to, or
allowed by its successots and assigns.

9; Transfer of Site. The duties and obligations under this COA shall riot be modified,

diminished, terminated, or otherwise altered by the transfer of any Jlegal .or equitable
interest in any Pehnsylvania Site, where ProTechnics is contracted to conduct radioactive
fracer studies or any part thereof. -

10. Corresppndence with the Department. All comrespondence with the Department concerning
this COA shall be addressed to:

M. Lisa A, Forney, Compliance Specialist
DEP, Southcentral Regional Office

909 Elmerton Avenne

Harrisburg, PA 17110-8200
717-705-4898.

Homey(@state.pa.us

And

Mr. Joha Chippo, Radiation Protection Program Supervisor
PA DEP Rachel Carson State Office Building :
400 Market Street
Harxisturg, PA 17105
7171872208

" jchippo@state.paus’

11, Correspondence with PraTechnies. All comespondence with ProTechnics shall be addressed

tor -

oratories, L.P,
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And

General Counsel

ProTechmics shall notify the Department whenever there is a change in its contact person’s
nanme, title or address. Service of any notice or any-legal process for amy purpose under this

COA, including its enforcement, may be made by mailing a copy by first class mail to the

‘ghove address. -

12.

1-3 .

I

Sevorability. The paragraphs of this COA shall be severable and should any part hereof be-

declared invalid and unenforceable, the remainder shall continue in fall force and effect
hetween parties. : ,

Entive Agreement. This COA shall éonstitpte fhe entire infegrated agreement of the parties.
o prior or confemporancous communications or prior drafts shall be refevent or admissible

for purposes of determining the meaning or extent of any provisions herein in any Htigation -

or any other proceeding,

14, Attormey Fees. The parties shall bear their representative atforney fees, expenses and other

15.

16,

costs in the prosscution or defense of this matter or any related matters, arising prior fo the
execution of this COA. ) o - .

Modifications, No changes, additions, modification or amendments of this COA shall be
effective unless they are set out in writing and signed by the parties hereto,

Pecisions Under Consent Order. Any decision which the Department makes vnder the.

provisions of this COA shall not be deemed-fo be a final action of the Depariment, and shall
not be appealable to the Ervironmental Hearing Board or to any court. Any objection which
ProTechnics may have to the decision will be preserved until the Department enforces this
COA. Atno time, however, may ProTechnics challenge the content or validity of this COA,
ot challenge the Findings pgreed to in this COA.

17, Titles. A tifle used at the beginning of any paragraph of this COA is provided solety for the

18.

purposes of identification and shall not be uged fo interpret that paragraph.

Termrination. The obligations of Paragraphs 1-18 shall terminate when the Department
desms that ProTechnics has completed the actions required in Paragraph 3, paid the civil
penalty assessed in Patagraph 4, and paid any stipulated penalties dus under Paragraph 5,
above, Upon the Department’s deterrnination that the obligations of Paragraphs 1-19 have
been satisfactorily met, the Departinent shall provide a written statement to conclude this

COA.




N WITNESS WHEREOF, the parties have caused the COA to be executed by their duly

. authorized representatives.- The undersigned representatives of ProTechmics certify, under penalty of
law, as provided by 18 Pa. .9, § 4904, that they are authorized to execute this COA. on behalf of
ProTechnics, that ProTechnics consents to the eniry of this COA as an ORDER of the Department, that
ProTechnics hereby knowingly waives any right to a hearing under the statutes referenced in this COA4,
and fhat ProTechnics knowingly waives their right to appeal this COA and the foregoing Findings,
which rights may be available vnder Section 4 of the Ravironmental Hearing Board Act, the Act of July
13, 1988, P.L. 530, No. 1988-94, 35 P.3. § 7514; the Administrative Agency Law, 2 Pa: C.S. § 1039a)

and Chapters 54 and 7A, ot any other provision of law.

FOR PROTECHNICS DIVISION POR THE COMMONWEALTE OF PENNSYLVANIA
OF CORELABORATORIESLP; ~ DEPARTMENT OF ENVIRONMENTAL PROTECTION:

-_.—-,-'/_J i

L Myl
R Kweger © . 4 : . Date

adiation Protection Program - '

O_W 10/7 /1o

Date ' MariinR. Siegel Date
Assistant Counsel

™o - - Ealhe O3
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RADIOACTIVE TRACER WELL SITE AGREEMENT

By signature below, the parties hereby agree to the requirements set cut below for handling well
reversal, well returns, or flowback (“Well Returns”) containing radioactive fraces material. The
Pennsylvania Department of Bnvironmental Protection, Bureau of Radiation Protection (“PA DEP”) has
approved the placing of Well Returns containing radioactive tracer imaterial in an on-site earthen barrier
for decay in sify for three years from the date of radioactive tracer material injection. The following
steps must be taken when handling Well Returns containing radioactive tracer material,

1. The Well Owner/Operator shall notify ProTechnicEEEieai 8. ithin 24 hours of Well

" Returns containing any solid sitaterials. ProTechnics shall survey such returns for the
presence of eadioactive tracer material within 2 busiess days after notification from the Well
Owner/Operator. - S - .

2, All'Well Returns containing radioactive tracer material shall be divérted to the.on-site
earthen bartier, Tf the Well Refurns are first diverted to on-sife tanks, the tanks must be
surveyed prior to removal from the well sife. ProTechnics shall survey all equipment,
location ground site cover tarps, holding tanks, or anything else that may have come info
contact with the Well Refurns within 2 days after notification from the Well Owner/Operator

" and prior to removal-from the well site, The Weil Ovmer/Operator shall notify ProTechnics
within 24 hours of any such contamination, .

3, The earthen barrier will be covered with two foet of stabilized clean soil and stabilized in
accordance with 25 Pa. Code § 102.1 ef seq., the Site’s approved Erosion and Sediment
Confrol Plan, 25 Pa, Code § 78.1 ef seq., and the respective Oil and Gas Permit (Oil and Gas
Well Permit No.___ . . '

4. Upon establishment, the cariben barrier shall be identified by GPS coordinates. Access to
ihis atea will be restticied by a durable fence. S

5 * The earthen barrier will be posted with signage: Caution —Radioactive Material — Keep Out
—Do Not dig in this area before (Date: ) — notify ProTechmnics T
additional information. ' - -t

6. 'This signed agreement between the Well Owner/Operator and ProTechnics for radioactive
material decay.in sifet in the earthen barrier will be kept on file by ProTechnics and a copy -
sent to PA DEP to becoms incorporated info the ProTechnics’ Radioactive Material License
for the well location listed below. _

7. Both the access control fence and the earthen barrier infegrity must be maintained by the
Well Owner/Operator for 3 years from the date of tracer material injection or approximately
(Dater____ )., Alt assooiated signage and fences shall be removed within 30 days of
the above date. : . .

8. Any failuce by the Well Owner J Operator to promptly report solid material Well Returns
which contdin radioactive materials or {0 control such radicactive materials onsite may
subject both ProTechnics and the Well Owner/Operator to regulatory enforcement by PA

DEFP.

ProTechnics reserves the right to supervise any necessary decontamination activifies should any actions
occur that result in the Joss of integrity of the earthen batrier. :

- This agreement wiil be attached and incoxporated info ProTechnics’ Radioactive Materials License

Numbe]—Whi_ch s administered by PA DEP, il the date specified in ltem #7,



RADIOACTIVE TRACER WELL SITE AGREEMENT ( Continued)

Prinfed Name
Radiation Safety Officer

" ProTechnics, Division of Core T.aboratories LP

Signature
- Radiation Safety Officet
. ProTechnics
Division of Core Laboratories LP

* Printed Name :
" Well Owner/ Operator
Representative

Signature .
Well Owner/ Operator
" Representative

Campany Name
Well Owner/Operator

Eacthen Barrier / Storage Pit Location
(Approximate GPS Coordinates — Please
Indicate If Not Applicable)

Date Signed

Dafe Signed

Well Name:

Company Mailing Address

. Well Owner/Operator

oo Ay O 1 A
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PraTechnies
A Dy, or Core Labom[orfed T

TRAGER WELL SITE
AGREEMENT

By srgna{ura balow, the partias hereby agree fo the requirements set out below for

handling well relums containing fracer material. The Stale of Pennsylvania has

" approved the placing of well returns containing fracer material in an, on site earthsh

barder for decay In gilu, The follewing sleps must be faken when handling well retums
sonlaining fracar materlat,

1,

2
3

4,

5.

8.

All well retums contaiting gamima emilling tracer matertal shalf be diverled to the
on slte earthan barrler, .

The earthen barrler will be covered wilh two fest of clean soll,

The earthen bartler shall be ldentified by GPS coordinatas This arsa will bs
vesirictad by the use of a durabls barier. .

The eaithen barrer will posted with signage (Caulion.— Radjpactive ial .
Keep Out ~ Do not dig In thls area — notify ProTechmcswfar
addtt!onal informatiors,

This slgned agreement between {ho COmpany below and ProTechnles for decay
In situ will be kept on fila by ProTechhics.

Actess control of the earthen barrler must be malntained by the well

ownerfoperalor untl 3 Years. The slgns can be removed at this ime. .

ProTechiles reserves the right to suparvise any necessary dacontaminatlon activities
shotld any actions ocour that resui! in the loss of infeprly of the earthen barrler,

/ 7 poto

el Ow arlOpar. e

Pannsylvarla 2052010
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L i Allard Affidavit: Attachment E
N s

[l £ T e/ iy R AT S5 -
== penngylvania
r_;{_;f DEPARTMENT OF ENVIRONMENTAL PROTECTION ’
(== RADIATION PROTECTION PROGRAM

November 26, 2013

NOTICE OF VIOLATION

PRICRITY MATI, PELIVERY CONFIRMATION NO (SR

Re: License No :
. EFACTS Inspection ID No.§
EFACTS Enforcement ID No.£

In response to a report of unidentified radioactive naterial alarming the radiation monitor at Alliance
Landfill located at 358 South Keyser Avere, Taylor Borough, Lackawanna County,

Richard Croll conducted inspections on‘September 13, 2013 (Inspection ID EEEEEHEY. A subsequent
records review was conducted on November 14, 2013 (Inspection 1D £ N 1ased upon the
inspection findings, violations of the Department of Environmental Proteciion’s (Department) rules and
regulations were revealed. The regulations are available at www,dep.state.pans/brp.

The following violations were observed:

1, 25Pa, Code § 219.5(a) incorporates 10 CFR § 20.1802, which stétes, “The licensee shall control and

maintain constant surveillance of licensed material that js in a controlled or, unrestricted area and that
is not in storage.” '

ProTechnics, 2 Divisian of Core Laboratories, L.P, (ProTechnics) failed to maintain control and

ccnifnt surveillance of licensed material. Specifically, ProTechpics wag hired Dug T

0 inject licensed material info gas wells at thefia B 6 : i
pEEEEEEE 1 cvaluate the effectiveness of liydravlic frachuing, Following the injection, licensed '
Material returned to the surface in a flow back incident, Flow back waste matetials, doll-cuttings
and municipat solid waste were placed into a roll-off container and subseguently transported to
Alliance Landfill on September 9, 2013 for disposal. Upon entering the scale at Alliance Landfill,

Wéﬂanﬂed} The load was isolated, surveyed and traced back fo activities at the

S\J

25 Pa. Code § 219.5(a) incorporates 10 CFR § 20.1902(e), which states, “The licensee shall post
each area or room in which there is vsed or stored an amovnt of licensed material exceeding 10
times the guantity of such mzterial specified.in appendix C to part 20 with a conspicuous sign or

signs bearing the radiation symbol and the words "CAUTION, RADIOACTIVE MATERIAL(S)" or A
“DANGER, RADIOACTIVE MATERIAL(S).”

- - B L b —a

Southcentral Reglonal Offfce | 502 Elmerton Avenue [ Harrlsﬁurg, PA 17110“82[.)6_

717.705.4703] Fax 717.705.4820 ] e e winw. depweb.state.pa.us

Pemmsylvania, Mr.
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ProTechnics failed to post a conspicuous sign bearing the radiation symbol and the words

nCAUTION, RADIOACTIVE MATERIAL Sy or "DANGER, RADIOACTIVE MATERIAL(S)"

on roll-off containers located at and the (R | Gl i
B Specifically, the W cvealed 2 roll-off container being filled directly

aclc auger, which was no posted as required, A subsequent inspection of the

) cvealed a partially filled roll-off container of drill cuttings that was not properly

. 35.P.8. 7110.309(b) states,in pait, “It shall be the duty of any person to comply with any ‘order
issued under this subsection.” Speciﬁcaﬂ}r,,Paragraph 3 b, of the Consent Order and Agreement
duted November 2, 2013 (COA) states, «proTechnics and the Weil Ovmer/Operator shall sign and
complete’a Radioactive Tracer Well Site Agreement for each well that is traced in Pennsylvania:
Within five business days of completing the form, ProTechnics shall submit a copy to the

; e s

Department.”

ProTechnics failed to provide a signed capy of the well-site agreement within 5 days of completing
the form for each site where radioactive material was utilized within Pennsylvania. On September
23, 2013, the Department requested copies of all Radioactive Tracer Well Site Agreement forms
completed since the execution of the COA. In correspondence dated Angust 26, 2013, ProTechnics
-indicated that licensed material was injected at five sites durmg the pexiod and that proper notifica-
tion Rad been provided, However, propex notification was not received by the parties indicated in
the COA, Furthermore, the April 7, 2013 Radioaciive Tracer Well Site’ Agreement was not cor-

the place of the Oil and Gas Well Permit Number.

pleted in its entirety and Pennsylvania Radioactive Materials License Number SRR was listed in -

35. P.S. 7110.309(b) stetes, in part, “Tt shatl be the duty of any person o comply with any order
jssued under this subsection.” Specifically, Paragraph 3.f-of the COA states, “Upon confirmation
that licensed material has refurned to the surface, ProTechnics shall immediately notify the
Department in accordance with Paragraph 10 of this COA. This shall apply to all well returns [ flow
back containing licensed radioactive material regardless if it is controlled or vhcontrolied and
regardless of the quantity of licensed fnaterial that reaches the surface,”

ProTechnics failed to immediately notify the Depa

rtment upon confirmation that licensed material
had retorned to the surface &t ad e :

35, P.S. 7110.309(b) states, in par,, “Tt shall be the duty of apy petson to comply with any crdet
issued under this subsection.” Specifically, Paragraph 3.g, of the COA states, “ProTechnics shall

ronduct and document a complete survey and slketch of the area surrounding the well retwns'/ fow -

wack containing Heensed material in accordance with Section 7.1.4 of the Emergency and Operating
Protedures included in License PA-1400, Condition 14.A. ProTechnics shall provide copies of the
completed survey form to the Departinent upos request.”

ProTechnics failed to propexly conduct and document a complete susvey and sketeh-of the area

surrounding the well return/flowback containing Heensed materials at the S

s

2= November 26, 2013

g
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Ca3- ‘ November 26, 2013

6. 35.P.5. 7110.309(b) states, in part, “It shall be the duty of any person to comply with-any order
issued nnder this subsection.” Specifically, Paragraph 3.k, of the COA states, “ProTechnics shall
submit a report, which summarizes the events that caused licensed radioactive matesial to flos back-

and all actions taken following the incident. The yeport shall be in accordance with the terms of

) nd shall be submitied within 30 days of the flow back of licensed

material.”

ProTechnics failed to submit a 30 day report to summarize the events that cavnsed licensed
" radioactive material to flow back to th surface as well as all actions taken following to the incident

[

You are hereby nofified of the existence of viclations as well as the need to provide prompt corrective
action. Failureto comrect the violations may result in legat pro ceedings under the Radiation Protection
Act (Act). Underthe Act, each day of violation is considered a distinet and sepatate offense and will be
handled accordingly. : R - -

The violations described above constitute a public nuisance under Section 309 of the Act, 35 P.5. §
7110.309, and may subject you, under Section 308(e) of the Act, 35 P.S. § 7110.208(e), to civil penally
liahility of up fo TWENTY-FIVE THOUSAND DOLLARS ($25,000.00) for cach violation plus up o
FIVE THOUSAND DOLLARS ($5,000.00) per day for each continuing day of violation.

You ave requested to attend an infoimal administrative conference with Department representatives o,
‘Tuesday, December 17, 2013 at 10:00 -AIA, at the Sontheentral Regional Office, 909 Elmerton Averne,
Hamisburg, PA 17110, Options for setflernent of the above-described violations will be discussed at that
time. Fipelly, we recommend that you correct any outstanding violations prior to this conference and
that you bring documentation of the corrective actions to the conference.

Please notify this office by Decembey 4. 2013 to confion your attendance at the conference described

above. Also. please fnform us if vour attorney will be attending the méefing,
3 N i

i

This Notice of Violation is nejther an order nor any other final action of the Department. It neither
imposes nor waives any enforcement action available to the Department under any of its stafutes.

Thank you for your cooperation. I you have a:ny.questions, please feel fiee to conmfact me at
717.703.4858. '

Sincerely,
B R .
\
(]mﬁﬁw\mw
Lisa A. Fomey, MEPC
Compliance Specialist

Radiation Protection Progiam

cc: General Colsei _




peninsylvania

© DEPAHTMENT OF ENVIRONMENTAL PROTECTICN
RADIATION PROTECTION PROGRAM

May 7, 2014

PRIORTTY MAIL DELIVERY CONFTRMATION NO.§

Core Laboratories, LP

‘Rc: TLicense Nog&

- Dear

Enclosed is an execated Copy of the Addendom to Paragrap.

R

Allard Affidavit: Attachment I

hs 3 and 11 of the Consent Order and

Agrectnent dated November 2, 2010. I youhave any questions, please call me at 717.705.4898.

Sincerely,

Lisa A. Fom
Compliance Specialist
Radiation Protection Program
Enclostre

cel

e

717 .705.4703{ Fax 717.705.4890
’ Printed 6n Recycled Paperé,%

Southcentral Reglonal Office | 909 Elmerton Avenue | Herrisburg, PA 17110-8200

e

www.depweb.étate.pa.ﬁs




ADDENDUM TO PARAGRAI’HS. 3 AND 11 OF THE CONSENT ORDER AND

AGREEMENT DATED NOVEMBER 2, 2010 BY AND BETWEEN THE
COMMONWEALTH OF PENNSYLVANIA DEPARTMENT OF ENVIRONMENTAL
PROTECTION ( «DEPARTMENT") AND PROTECHNICS DIVISION OF CORE

: TABORATORIES, LP ("PROTECHNICS™)

3. Corrective Actions.

a. ProTechnies shall provide a copy of the revised

. Containing  ProTechnics R Acknowledgement  Form”
{~Acknowledgement Torm”) in ARaC B0 cach Well ‘Owner/Opetator who
contracts ProTechnics to conduct & radioactive tracer study within Pennsylvania, The
revised Acknowledgement Torm shall supersede the use and submisston of the Well Site
Agreement included in the Consent Order and Agreement dated November 2, 2010.

“suctions for Handling Well Retorns

b. ProTechnics and the Well Ownex/Operator shall sigh and complete an Acknowledgement
Form for each well that is traced in Pennsylvania. Within five business days of
completidg the fortn, ProTechuics shall submit a copy to the Department,

i, Within 14 days of the execution of this Addendum, ProTechnics shall submit a license
amendment request to the Depattroent to amend License ST EReF include the -
submission of the completed Acknowledgement Form within five business days of
signature and completion. :

11. Correspondence with ProTechnics, All cortespondence with ProTechnics “shall be
addressed to: I '

a Division of Core Laboratories, L.P.

ProTechnics shall notify the Depattment wheneve there is a change in its contact person’s .
name, title or address. Qervice of any notice or any Jegal process fot afiy purpose under this
COA, including its enforcement, may be made by mailing & copy by fist class mail to the
above address. :

IN WITNESS WHERECF, the parties have caused fhe COA to be executed by their duly authorized
representatives. The undersigned representatives of ProTechnics certify, under penalty of law, as
provided by 18 Pa. C.8. § 4904, that they are authorized to exeoute this COA on behalf of
ProTechnics, that ProTechnics consents to the entry of this COA. as an ORDER of the Department,

" Page lof3



that ProTechnics hereby knowingly walves any right 1o a hearing under the statutes referenced in this

COA, and that ProTechnics knowingly

watves their right fo appeal this COA and the foregoing

Findings, which rights may be available under Section 4 of the Environmental Hearing Board Act,
the Act of July 13, 1988, P.1. 530, No. 1988-94, 35 P.S. § 7514; the Administrative Agency

Pa. C.S. § 1039a) and Chapters 5A and 74, or any other provision of law. '

FOR PROTECHNICS DIVISION OF
CORE LABORATORIES, LI

FOR THE COMMONWEALTH OF PENNSYLVANI

DEPARTMENT OF ENVIRONMENTAL
PROTECTION: ~ |

P

P 2
A
AT

Radiation Protection
Program,

/
AN
Stevan Kip Potiman

Assistant Counsel

Page2 of 3

Law, 2

HMM/M o S)lh

Date
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April 2014 (Rev. 1)

Instructions for Handling Well Retarns Containing ProTechnics
A B Acknowledgement Form

Tn some flowback situations, special handling of flowback materials may be required, -

ProTechnics must be notified within 24 hours of well xetuxns containing solids.

ProTechnies will then survey the solids for elevated gamma readings. Ifa ProTechuics )
survey finds that the Jevel requires special disposal, the Well Owner/Operatox shall consult -
with ProTechnies priox fo disposing of the waste, -

Please indicate the pre-decided disposal option that will be wutilized in the event of well returns
requiting special handling: : .

[ Option 1: Ou-site carthen barsier for decay in sity for 3 yeats.

1 Option 2: Tepporary onsite tapk storage, then shipment io a Ticensed disposal facility.

_______;_______——w—’—,f
Well Owner/Operator Name Well Name

e
: , Well Permit Number

I

M‘—;——_‘

e ————
Well Owner/Operator Address _“Storage Pit Location
< (Approximate GPS Coordinates - Option
1 only)
Owner/Opetator Representative Pro Technics Site Supervisor
(Printed Name & Job Title) (Printed Name)
Owner/Operator Representative Date  ProTechnics-Site Sup ervisot Date
(Signature) : (Signature)

1 Ownet/Operator Declined fo Sign Acknowledgement Form

Only complete this section fpllowfng d ﬂbwbacfc incident

Date of Flowback Event: 7 Date Elevated Level Confirmed:

—— ]

Date ProTechnics Wés Notified: Date of Notification to PaDEP:
Page L of2

—_—————

—



6,

. The Well Owner/Operator ghall noti

Aprii 2014 (Rev. 1)

Tnstructions for Héndling Well Returas Containing ProTechnieé_

ProTechnics NN within 24 hours of Well
Returns containing any solid matetials. ProTechnics shall survey such returps for the
presence of radicactive tracer material within 2 business days of notifteation from the Well
Dwner/Operator. '

All Well Retuzns containing adioactive tracer material shall be diverted to the on-site

" earthen barrier. If the ‘Well Retusns ate first diverted to on-site tanks, the tanks must be

surveyed prior to removal from the well site. ProTechnics shall survey all equipment, ground
cover tarps, holding tanks, or anything else that may have came into contact with tie Well
Returns within 2 days after notification from the Well Owner/Operator and prior to removal
from the well site, The Well Owner/Operator shall notify ProTechnics within 24 hours of
any such contamination.

. The earthen bartier will be covered with 2 feet of stabilized clean soil and stabilized in

accordance with 25 Pa. Code § 102.1 et segq., the Site’s approved Erosion and Sediment
Control Plan, 25 Pa. Code § 78.1 ef seq., and the respective Oil and Gas Permit.

Upon estab jshment, fhe earthen bartier shall be identified by GPS coordinates. Access fothe
area will be testricted by durable fence. ‘

| The earthen barrier will be posted with signage: Cagtion - Radioactive material — Keep Out—

Do Not Dig in This Arca before Date: - Notify ProTechnics

W cor additional information.

This signed acknowledgement form will bs kept on. file by ProTechnics and a.cop sent the
PA DEP for incorporation into ProTechnics Radioactive Materials License Eiiiaagor the
well Tocation indicated on page 1 ofthe acknowledgement form.

Both fhe access control fence and the eatthen batrier integrity musf be maintained by the
Well Owner/Operator for 3 yoals from the date of the tracet material injection or Date:

" All associated signage and fences shall be removed within 30 days of the date
listed in paragtaphs 5 and 7. ‘

. Any failure by the Well Ownet/Opetator 10 prompily report solid material Well Returns that

contain radioactive materials or to conirol such radioactive materials o to control such
tadioactive materials onsite may subject both ProTechnics and the Well Oswner/Operator to
regulatory enforcement by PADEP. ' C

" proTechnics reserves the right o supervise any necessary decontamination activities should any

actions occar that result in the loss of integrity of the earthen barriet.

“Page2 0f2
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GAO-07-1038T

Allard Affidavit: Attachment G

United States Government Acconntability Office
Testimony

Before the Permanent Subcommittee on
Investigations, Committee on Homeland
Security and Governmental Affairs,

U.S. Senate

NUCLEAR SECURITY

Actions Taken by NRC to
Strengthen Its Licensing
Process for Sealed
Radioactive Sources Are

Not Effective

Statement of Gregory D. Kutz, Managing Director
Forensic Audits and Special Investigations

(tene Aloise, Director
Natural Resources and Environment

John W. Cooney, Assistant Director
Forensic Audits and Special Investigations

Accountability * Inlegrity * Reliability




i GAO

&countabiiity-integdw- Reliability

Highlights

Highlights of GAC-C7-1 038T, a testimony
before the Permanent Subcommitiee on
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NUCLEAR SECURITY

Actions Taken by NRC to Strengthen its
Licensing Process for Sealed Radioactive
Sources Are Not Effective

What GAO Found

By using the name of abogus business that existed only on paper, GAO
investigators were able to obtain a genuine radioactive materials license
from NRC. Aside from traveling to a non-agreement state to pick up and
send mail, GAO investigators did not need to leave their office in
Washington, D.C., to obtain the license from NRC. Further, other than
cbtaining radiation safety officer training, investigators gathered all the
information they needed for the license from the NRC Web site.

Excerpt from NRC License Acceptance Letter for Bogus Business

.

“This refers to your
application dated February 2,
2007, for an NRC license.
Enciosed with this letter is
the license. Please review the
enclosed document carefully
and be sure that you
understand all conditions...” J
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After obtaining a license from NRG, GAO investigators altered the license so
it appeared that the bogus company could purchase an unrestricted quantity
of radioactive sealed sources rather than the maximum listed on the
approved license, GAO then sought to purchase, from two U.S. suppliers,
machines containing sealed radioactive material. Letters of intent to
purchase, which included the altered NRC license as an attachment, were
accepted by the two suppliers. These suppliers gave GAQ price quotes and
commitments to ship the machines containing radioactive materials. The
amount of radioactive material we could have acquired from these two
suppliers was sufficient to reach the Intermational Atomic Energy Agency's
(IAEA) definition of category 3. According to JAEA, category 3 sources are
dangerous if not safely managed or securely protected. Importantly, with
patience and the proper financial resources, we could have accurnulated
gubstantially more radioactive source material.

GAO also atterpted to obtain a license from an agreemment state, but
withdrew the application after state license examiners indicated ihey would
visit the bogus company office before granting the license. An official with
the licensing program told GAQO that condueting a site visit is a standard
required procedure before radicactive materials license applications are
approved in that state.

As a result, of this investigation, NRC suspended its licensing program until it
could determine what corrective actions were necessary to resolve the
weaknesses GAQ identified. On June 12, 2007, NRC issued supplemental
interim guidance with additional screening criteria. These criteria are
intended to help a license examiner determine whether a site visit or face-to-
face meeting with new license applicants is required.

United States Government Accountabitity Office




Mr. Chairman and Members of the Subcommitiee:

Thank you for the opportunity to discuss our covert testing of the Nuclear
Regulatory Commission’s (NRC) licensing process for sealed radioactive
sources. Under the Atomic Energy Act of 1954, NRC regulates domestic
medical, industrial, and research uses of sealed radioactive sources
through a combination of regulatory requirements, licensing, inspection,
and enforcement. Organizations oT individuals attempting to purchase a
sealed source must apply for a license and gain the approval of either NRC
or an “agreement state.” To become an agreement state, a state must first
demonstrate to NRC that its regulatory program is compatible with NRC
regulations and is effective in protecting public health and safety. Through
an agreement between NRC and the state governor, NRC then transfers
portions of its regulatory and licensing authority to the state. According to
NRC, there are approximately 22,000 licenses in the United States—NRC
administers about 4,400 licenses, and the rest are administered by
regulatory authorities in the 34 agreement states.

Given that terrorists have expressed an interest in obtaining nuclear
material, the Congress and the American people expect licensing
programs for these materials to be secure. However, in 2003, we reported
that weaknesses in the licensing prograin could allow terrorists to obtain
radioactive materials. We recommended that NRC close this valnerability
by modifying its licensing process.! Among other things, we recommended
that “NRC modify its process for issuing specific licenses to ensure that
sealed radioactive sources cannot be purchased before NRCG’s
verification—through inspection or other means—that the materials will
be used as intended.” NRC agreed with this recommendation and referred
the issue to a working group corposed of NRC and state representatives
to coordinate NRC's response. In December 2005, the working group
delivered its recommendations to NRC senior management. In Decernber
2006, NRC issued new guidance to agreement states and NRC regional
offices meant to strengthen the radioactive materials licensing process.”
Although these are important steps forward, the Subcoramittee rexmained
concerned about whether, almost 6 years after September 11, 2001,

'GAQ, Nuclear Security: Federal and State Action Needed to Fmprove Security of Sealed
Radicactive Sources, GA0-03-804 (Washington, D.C.: Aug. 6, 2003).

“The guidance was also sent. to officials in New Jersey, Pennsylvania, and Virginia—states

{hat are not yet agreement states but have filed statements of intent with NRC to achieve
agreement state status.
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terrorists could still exploit weaknesses in the government’s licensing
process and obtain radicactive material. To determine whether NRC
actions to address our 2003 recommendations were sufficient, the
Subcommittee asked us to use covert investigative methods to test the
licensing program.

To perform this investigation, we incorporated two bogus businesses—
one in a non-agreement state and one in an agreement state. We selected
these two states based on their proximity to the Washington, D.C., metro
area. Using the names of the bogus businesses, we then prepared and
submitted one application for a byproduct materials license o NRC and a
second application to the department of the environment of the agreement
state. In creating these applications, we only used publicly available
information. Our investigators did not actually purchase radioactive
materials for several reasons—first, the primary intent of our work was to
test the licensing process rather than the purchasing process; second, we
did not think the cost borne by the government would be necessary io
prove the point of our work; and third, we did not have the proper
facilities to safely store the radioactive materials. In performing research
for this work, we reviewed our previous reports on nuclear security and
Jearned about the licensing process from NRC’s Web site. We altered the
license we received from NRC, which enabled us to obtain agreerents to
purchase more radioactive material than the original license permitted. We
conducted our investigative work from October 2006 through June 2007 in
accordance with standards prescribed by the President’s Council on
Integrity and Efficiency.

In summary, we found the following:

« The license application we submitted to NRC was approved. We
received a license in the mail from NRC about 4 weeks after submitting
the application. Aside from traveling to a norn-agreement state to pick
up and send mail, our investigators did not need to leave their office in
Washington, D.C., to obtain the license from NRC. Further, other than
obtaining radiation safety officer training, investigators gathered all the
information they needed for the license from the NRC Web site.

+  After obtaining a license from NRC, we sought to purchase, from two
U.S. suppliers, machines containing sealed radioactive material. Our
Jetters of intent to purchase, which inchuded an altered version of the
NRC license as an attachment, were accepted by the suppliers. These
suppliers gave us price quotes and commitments to ship the machines
containing radioactive materials. The amount of radioactive material
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we could have acquired from these two suppliers was sufficient to
reach the International Atomic Energy Agency's (JAEA) definition of
category 3. According to TAEA, category 4 gources are dangerous if not
safely managed or securely protected and “could cause permanent
injury to a person who handled them, or was otherwise in contact with
them, for some hours. 1t could possibly—although it is unlikely—be
fatal to be close to this amount of unshielded radioactive material for a
period of days to weelks.” Importantly, with patience and the proper
financial resources, we could have accuraulated from other suppliers
substantially more radicactive source material than what the two
suppliers initially agreed to ship to us.

.  We withdrew our second application from the agreernent state
department of the environment after license examiners indicated they
would visit our company office before granting the license. Since we
did not have a company office or the proper storage equipment, we
asked the state to withdraw our application to obtain a license in this
state. According to an official with the licensing program for this state,
the completion of a site visit is a standard procedure before the state
department of the environment approves a radioactive materials -
license application.

M

Background

Since the September 11, 2001, terrorist attacks there has been concern that
certain radioactive material could be used in the construction of a
radioclogical dispersion device (RDD). An RDD disperses radioactive
material over a particular target area, which could be accomplished using
explosives or by other means.’ The major purpose of an RDD would be to
create terror and disruption, not death or destruction. Depending on the
type, form, amount, and concentration of radioactive material used, direct
radiation exposure from an RDD could cause health effects to individuals
in proximity to the material for an extended time; for those exposed for
shorter periods and at lower levels, it could potentially increase the long-

Ypternational Atomic Fnergy Agency, Code of Conduct on the Safety and Securily of
Radioactive Sowrces (Vienna, Austria: 2004).

*Aceording to NRC, a dirty bomb is one type of RDD that combines a conventional
explosive, such as dynarmite, with radioactive material. The texms dirty borb and RDD are
often used interchangeably in the media. Most RDDs would not release enough radiation o
kill people or cause severe illness—the conventional explosive itself could be more
harmful to individuals than the radiozctive matertal. However, depending on the scenario,
an RDD explosion could create fear and panic, contaminate property, and require
potentially costly cleanup.
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on and cleanup of

term risks of cancer. In addition, the evacuation

contaminated areas after dispersal could lead to panic and serious
economic costs on the affected population. In 2,003, a joint
NRC/Department of Energy (DOE) interagency working group identified
several radioactive materials (including Americium-241 and Cesium-137)
as materials at higher risk of being used in an RDD, describing these as
“materials of greatest concern.”

In its risk-based approach to securing radioactive sOurces, NRC has made
2 commitinent to work toward implementing the provisions of 1AFA's
Code of Conduct. This document provides a framework that categorizes
the relative risk associated with radicactive sources.” While NREC has
recently focused onup grading its capacity to track, monitor, and secuare
category 1 and 2 sources, which are considered high risk, category 3
sources are not, a primary focus of NRC regulatory efforts. Category 8
sources include byproduct material, which is radioactive material
generated by a nuclear reactor, and can. be found in equipment that has
medical, acadermic, and industrial applications. For example, a standard
iype of moisture gauge used by many construction companies contains
small amounts of Americiom-241 and Cesium-137. According to NRC, it
would take 16 curies of Americium-241 to constitute a high-risk category 2
quantity, and 1.6 curies of Americium-241 is considered a category 3
quantity.

R esults of In Qctober and November 2006, using fictitious names, our investigators
) X created two bogus companies—one in an agreement state and one ina
IHVGSHgatIOII non-agreement state. After the bogus businesses were incorporated, our

investigators prepared and submitted applications for a byproduct
materials license to both NRC and the departient of the environment for
the selected agreement stafe. The applications, mailed in February 2007,

5The DOE/NRC Interagency Working Group on Radiological Dispersal Devices,
Radiological Dispersal Devices: An Initial Study o Identify Rodioactive Materials of
Greatest Concern and Approaches io Thetr Tracking, Tagging, wnd Disposition
(Washington, D.C.: 2003).

SNRC has endorsed the TAEA Code of Conduct and is working toward the implementation
of its various provisions. On November 8, 2006, WRC issued a rule to require licensees to
report information on the manufactore, transfer, receipt, disassembly, and disposal of all
category 1 and 2 souIces throughout their entire Jife cyele in the National Source Tracking
Systern (NSTS). NEC's latest estimate is that the NSTS will be operational in May 2008.
NRC told us that it has plans to consider including category 1 gources in the NSTS after the
system becomes operational.
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were identical except for minor differences resulting from variations in the
application forms. Using fictitious identities, one investigator represented
himself as the company president in the applications, and another
investigator represented himself as the radiation safety officer. The license
applications stated that our comparny intended to purchase machines with
sealed radioactive sources.

According to NRC guidance finalized in November 2006 and sent to
agreement staies in December 2006, both NRC and agreement state license
examiners should consider 12 screening criteria to verify that radicactive
materials will be used as intended by anew applicant.” For example, one
criterion suggests that the icense examiner perform an Internet search
using common search engines to confirm that an applicant company
appears fo be alegitirnate business that would require a specific license.
Another screening technique calls for the license examiner to contact a
state agency to confirm that the applicant has been registered as a
legitimate business entity in that state. If the examiner believes there is no
reason to be suspicious, he or she is not required to take the steps
suggested in the screening criteria and may indicate “no” or “not
applicable” for each criteria. ¥f the license examiner takes additional steps
to evaluate a criterion, he or she should indicate what publicly available
information was considered. If there is concern for a potential security
risk, the guidance instructs license exarmniners to note the basis for that
COTCern.

Application to NRC

Nine days after mailing their application form to NRC, our investigators
received a call from an NRC license examiner. The NRC license examiner
stated that the application was deficient in some areas and explained the
necegsary corrections. For exarple, the license examiner asked our
investigators to certify that the machines containing sealed radioactive
source material, which are typically used at construction sites, would be
returned to the company office before being transp orted to a new
construction site. The license examiner explained that this was a standard
security precaution. Even though we did not have a company officecra
constriction site, our investigators nevertheless certified their intent to
bring the machines back to their office before sending them to a new
location. They rmade this certification via a letter faxed to NRC. Four days

"Nuclear Regulatory Commission, Checklist ¢ Fnsure that Radicactive Matertals Will Be
[Tsed As Fntendad, NUREG-16556, Vol. 20, C (Washinggon, D.C.: Nov. 2006).
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after our final correction to the license application, NRC approved our
application and mailed the Ticense to the bogus business in the non-
agreement state. It took a total of 4 weeks to obtain the license. See figure
1 for the first page of the transmittal letter we received from NRC with our
license.

Figure 1: Ecerpt trom NRC License Actance Letter for Bags usiness

e e
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e 1V “This refers io your
application dated February 2,
2007, tor an NRC license.
Enclosaed with this letter is
the license. Please review the
enclosed document carefully
and be sure that you
understand ali conditions..”

| .

Source: GAO.

The NRC license is printed on standard 8-1/2 x 11 inch paper and contains
a color NRC seal for a watermark. It does not appear to have any features
that would prevent physicat counterfeiting. We therefore concluded that
we could alter the license without raising the suspicion of a supplier. We
altered the license so that it appeared our bogus company could purchase
an unrestricted quantity of sealed source materials rather than the small
amounts of Americium-241 and Cesinm-137 listed on the original license.
We determined the proper language for the license by reviewing publicly
available information.

Next, we contacted two {J.S. suppliers of the machines specified in cur
license. We requested price quotes and faxed the altered license to the
suppliers as proof that we were certified to purchase the machines. Both
suppliers offered to sell us the machines and provided us price quotes.
One of these suppliers offered to provide twice as many machines as we
requested and offered a discount for volume purchases. In a later

"telephone call to one of the suppliers, a representative of the supplier told
us that his company does not check with NRC to confirm the terms listed
on the licenses that potential custorners fax them. He said that his
company checks to see whether a copy of the front page of the license Is
faxed with the intent to purchase and whether the requested order
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exceeds the maximum allowable quantity a licensee is allowed to possess
at any one fime.

Although we had no legitimate use for the machines, our invesiigators
received, within days of obtaining a license from NRC, price quotes and
terms of payment that would have allowed us to purchase numerous
machines containing sealed radioactive source materials. These purchases
would have substantially exceeded the limit that NRC approved for our
bogus company. If these radioactive materials were unsealed and
aggregated together, the machines would yield an amount of
Americium-241 that exceeds the threshold for category 3 materials.

As discussed previously, according to TAEA, category 3 sources are
dangerous if not safely managed or securely protected and “could cause
permanent, injury to a person who handled them, or was otherwise in
contact with them, for some hours. It could possibly—although it is
unlikely—be fatal to be close to this amount of unshielded radioactive
material for a period of days to weeks.” Importantly, with patience and the
proper financial resources, we could have accumulated, from other
suppliers, substantially more radioactive source material than what the
two suppliers initially agreed to ship to us—potentially enough to reach
category 2. According to IAEA, category 2 sources, if not safely managed
or securely protected, “could cause permanent injury to a person for a
short time (minutes to hours), and it could possibly be fatal to be close to
this amount of unshielded material for a period of hours to days.”

Applicaiion to the
Agreement State

Ten days after mailing their application form to the agreement state’s
department of environment, our investigators received a call from a
department license examiner. The license examiner stated that the
application was deficient in some areas and said that she would send us a
letter outlining what additional information the state required before
approving the license. The examiner further stated that before the license
was granted, she would conduct a site visit to inspect the company office
and storage facilities cited in our application. Our investigators
subsequently decided not to pursue the license in this state and requested
that their application be withdrawn, According to an official in the
department of environment for this state, the license examiner followed
the required state procedure in requesting a site visit. The official told us
that as a matter of long-standing state policy, license examiners in this
state conduct site visits and interview company management (especially
radiation safety officers) before graniing new licensges for radioactive
materials. This state policy is more stringent than the guidance NRC
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provided agreement states in December 2006. The NRC guidance identified
a site visit as one possible screening criterion to use in evaluating a new
license application, but, as discussed above, a site visit is not required
under the NRC guidance.

M
Corre ctive ACﬁ on On June 1, 2007, we contacted NRC and discussed the results of our work.

. An NRC official indicated that NRC would take jmmediate action to
Brleﬁng address the weaknesses we identified. After this meeting, we learned that
NRC suspended its licensing programni for specific licenses until it could
determine what corrective acfions were necessary to resolve the
weaknesses. NRC also held a teleconference with a majority of the 34
agreement states to discuss our work. On June 12, 2007, NRC issued
supplemental interim guidance with additional screening criteria. These
criteria are intended to help a license examiner determine whether a site
visit or face-to-face meeting with new license applicants is required. NRG
told us that it planned to convene a working group to develop improved
guidance addressing the weaknesses we identified.

M—

- NR('s goal is to provide licenses to only those entities that can

Conclusions and demonstrate that they have legitimate uses for radioactive materials.

Recommendatlons for However, our work shows that there continues to be weaknesses inthe

: : process NRC uses to approve license applications. In our view, 2 routine

Lixecutive Action visit by NRC staff to the site of our bogus business would have been
enough to reveal our lack of facilities and equipment. Furthermore, if NRC
license examiners had conducted even a minimal amount of screening—
such as performing common Web searches or making telephone calls to
local government or business offices—they would have developed serious
doubts about our application. Once we received our license, the ease with
which we were able to alter the license and obtain price quotes and
commitments to ship from suppliers of radioactive materials is also cause
for concern. Accordingly, we are making the following three
recommendations to the Chairman of the NRC:

« First, to avoid inadvertently allowing a malevolent individual or group
io obtain a license for radioactive materials, NRC should develop
improved guidance for examining NRC license applications. In
developing improved screening criteria, NRC should consider whether
site visits to new licensees should be mandatory. These improved
screening criteria will allow NRC to provide reasonable assurance that
licenses for radicactive materials will only be igsued to those with
legitimate uses.
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+ Second, NRC should conduct periodic oversight of license application
examiners so that NRC will be assured that any new guidance is being
appropriately applied.

+ Third, NRC should explore opiions to prevert individuals from
counterfeiting NRC licenses, especially if this allows the purchase of
more radioactive materials than they are approved for under the terms
of the original license,

Contacts and
Acknowledgments

(192228)

Mr. Chairman, this concludes our staternent. We would be pleased to
answer any questions that you or other Members of the Subcommittee
may have at this time.

For further information about this testimony, please contact Gregory D.
Kutz at (202) 512-7456 or kutzg@gao.gov or Gene Aloise at (202) 512-3841
or aloisee@gao.gov. Contacts points for our Offices of Congressional
Relations and Public Affairs may be found on the last page of this
testimony. :
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Sting Reveals Security Gap at Nuclear Agency ="

7Y WGL
By Kathleen Day S’ Energy
Washington Post Staff Writer P

. Thursday, July 12, 2007

Undercover congressional investigators posing as West Virginia
businessmen obtained a license with almost no scrutiny from the Nuclear
Regulatory Commission that enabled them to buy enough radioactive
material from U.S. suppliers to build a "dirty bomb," a new government
report says.

The investigators obtained the license within 28 days from officials at the
NRC, the federal agency that in addition to regulating nuclear power
plants oversees radioactive materials used in health care and industry, the
report by the Government Accountability Office says. NRC officials
approved the request with a minimal background check that included no
face-to-face interview or visit to the purported company to ensure it
existed and complied with safety rules, the report says.

Using a post-office box at Mail Boxes Etc., a telephone and a fax _ o
machine, the undercover investigators from the GAQ obtained the license FI1XED
"without ever leaving their desks," the report says.

After counterfeiting copies of the license, the GAO undercover agents
ordered portable moisture density gauges, which contain radioactive
americium-241 and cesium-137 and are commonly used at construction
sites to analyze the properties of soil, water and pavement. The
investigators ordered 45 gauges -- enough to build a bomb with enough
radicactive material to qualify as a level-3 threat on the International
Atomic Fnergy Agency's scale of 1 to 5, with 1 being the most hazardous.

The GAO investigators never took possession of the radioactive material,
in part because they lacked the means to handle it safely. But the report
notes that, armed with an arsenal of phony licenses, they could have
secured contracts to buy much more than they did -- enabling them to make an even more lethal
bomb.

"We altered the license so that it appeared our bogus company could purchase an unrestricted
quantity" of radioactive material, the report says. A dirty bomb is designed to use conventional
explosives to cause immediate injury to people nearby but also to cause a long-lasting threat by
contaminating a wider area with radioactive material.

The GAO undertook the sting operation at the request of Sen, Norm Coleman (R-Minn.), the top.
minority member of the Senate permanent subcommittee on investigations, which since 2003 has
been examining security gaps at the NRC and other federal agencies that could leave the country

http://www.washingtonpost.com/wp-dyn/content/article/2007/07/1 1/AR2007071101895 - p... 3/21/2016
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vulnerable to biological or nuclear attack. The report is to be the subject of hearings today before the
subcommittee . :

The GAO study is the latest of several government reports following the Sept. 11, 2001, terrorist
attacks to warn of serious security gaps in NRC licensing procedures. A year ago, undercover GAO
officials successfully bought enough radioactive material abroad to make two dirty bombs and
smuggled them into the United States at two points, one on the Canadian border and one on the border
with Mexico.

"It was as easy to get his material as a DVD at Netflix,” Coleman said of the most recent
investigation. "If al-Qaeda had set up a phony corporation in the U.S., they could have gatbered
enough material to make a dirty bomb. The problem is that the NRC is still operating on a pre-9/11
mentality. It boggles my mind that the NRC doesn't readily understand the threat we face."

NRC commissioner Edward MeGaffigan Jr. said in an interview yesterday that the agency, while
concerned about any security weakness, has had to allocate finite resources to what it thinks are the
biggest potential threats to public safety. He said terrorists have looked for relatively simple ways to
cause massive death and damage. Devices such as the moisture gauges, he said, pose a relatively low-
level risk because they require a vast amount of work to fashion into a dangerous weapon.

"My sole concern, our sole concern, has been the safety of the American people,” he said.

After the GAO presented the NRC with the results of its undercover operation, NRC officials on June
1 ordered an immediate, temporary halt in new licenses to handle radiation risks of 3 or lower. The
agency lifted the ban two weeks later after modifying its procedures to require either a face-to-face
mecting or site visit, McGaffigan said. The NRC already requires site visits before issuing licenses to
handle material with risk levels of 1 and 2.

MecGaffigan, who is to testify on behalf of the NRC at the hearing, acknowledged that one serious
hurdle remains. "We have to fix the problem of people taking our licenses and counterfeiting them,”
he said. ‘

In a repott in 2006 and again this year, the NRC's inspector general criticized NRC officials for failing
to detect and understand security flaws in its licensing process.

Coleman and other critics say the NRC essentially has ignored warnings for years and has dene too
little to remedy problems that would make it easier for someone to make a dirty bomb. Coleman
called the NRC's efforts since June 1 "baby steps” that are insufficient and particularly outrageous
because the agency has taken so long to act despite having been warned of serious flaws for more than
four years.

When GAOQ investigators bricfed Coleman on the results of the most recent operation, they said they
focused the sting on West Virginia in part to show how close to the nation's capital a terrorist could
build a bomb. Such proximity would reduce the chance of detection during transport to a target, the
GAOQ briefers said, according to Senate staff members who heard the briefing.

In addition, by operating from West Virginia, the GAO undercover investigators were required to deal
directly with the NRC. That's because West Virginia is one of more than a dozen states, including
Virginia and the District of Columbia, that don't have their own system for issuing licenses for the
handling of radioactive material and monitoring those who apply for them.

hitp://www.washingtonpost.com/wp-dyn/content/article/2007/07/11/AR2007071101855 p... 3/21/2016
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During the sting operation, an NRC official speaking to one of the phony businessmen on the phone
said the agency needed to speak to the man's boss. The GAO agent put him on hold for a minute or

two, then picked up the call without disguising his voice but pretending to be his boss, according to

people familiar with the GAO investigation. The NRC reviewer accepted the calls at face value.

By contrast, the GAQ investigators failed to obtain a license in Maryland, which is one of 34 states.
that under agreement with the NRC conduct their own licensing. Maryland officials told the disguised
GAQ employees that state inspectors would have to visit their company and perform other checks, -
which would take at [east seven months. At that point, the phony businessmen withdrew their '
application, the report says.

View all comments that have been posted about this article.

© 2007 The Washington Post Company
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Hear NPR's David Kestenbaum

Embed

A undercover sting exposed major problems with Nuclear Regulatory Commission
procedures, when investigators operating a bogns company obtained a license to buy

enough radioactive material to make a small "dirty bomb."

The investigators from the Government Accountability Office demonstrated that
security measures put in place after the Sept. 11, 2001, attacks are insufficient,

according to a report scheduled for release on Thursdajr.

Sen. Norm Coleman (R-MN), who will ask the NRC about the incident at a Senate
hearing Thursday, said the sting operation raises concerns about terrorists obtaining

such material just as easily.

Nobody at the NRC checked to determine whether the company was legitimate, and an
agency official even helped the investigators fill out the application form, Coleman said
Wednesday. “

Nuclear Regulatory Commission officials acknowledged that more checks are néeded
before licenses are issued, and the agency has tightened procedures since learning of
. the GAQ sting.

"We've fixed the problem," said NRC Commissioner Edward McGaffigan on
Wednesday. He said that such licenses now will require visits to the company or, in

some cases, company officials will have to come to NRC offices.

The license obtained by the bogus company allowed for the purchase of up o five
portable moisture density gauges widely used in construction, in which are encased

small amounts of cesium-137 and americium 241, two highly radioactive isotopes.

http://www.npr.org/templates/story/story php?storyld=11907450 3/28/2016
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ndividually, these devices pose little threat because of the small amount of radioactive
material, radiation experts said. Still, the devices require an NRC license to be

purchased and must be closely safeguarded by companies that use them to avoid thett.

But the investigators from the GAO, Congress' investigative arm, found a way to
purchase as many as 45 of the gauges and could have bought many more because they
duplicated the NRC-issued license and removed the restrictions on the amount that

could be purchased.

"With patience and the proper financial resources, we could have accumulated from
other suppliers substantially more radioactive source material than what the two

supplies initially agreed to ship to us,” said the GAO i a report.

Coleman, the ranking Republican on the Homeland Security and Governmental Affairs
investigations subcommittee, said the NRC “still has this good-faith assumption. The
problem is there are bad-faith people out there.”

Te said "there is no question” they could have obtained enough radioactive material to
make a dirty bomb because the GAO was able to duplicate the certificate, and no one

checked on the company or whether the counterfeit license was legitimate.

A so-called dirty bomb could spread radiation by a conventional explosion but does not
have a nuclear detonation. While experts believe such a bomb would not cause
casualties beyond those affected by the explosion, such an attack could have significant
psychological impact and have serious economy consequences because of cleanup

problems.

In testimony to be presented to the Senate subcommittee, McGaffigan will
acknowledge that NRC licensing officers "were allowed to exercise judgment” on
whether to require company site visits when considering licenses for moisture gauges

and other devices with relatively small amounts of radioactive material.

The GAQO sting operatioﬁ "has raised issues about the adequacy of these procedures,”
MecGaffigan will say. The NRC is considering enhancements to assure Heense

documents can't be easily altered.

The GAO said that investigators operated the sting from their Washington office,
although they provided a postal box in West Virginia. At one point, an NRC license
examiner called them to caution that the gauges are subject to special securily at the

construction site.

http://www.npr.org/templates/story/story.php?storyId=1 1907450 3/28/2016
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The GAO said that it contacted two suppliers of the gauges and that one "offered to
provide twice as many machines as we requested and offered a discount for volume
purchases.” The investigators also were told that the supplier does not check with NRC
to confirm the terms on the license, a copy of which was sent to the supplier along with

the purchase order.

The GAO investigators never finished the deal because they didn't have the money to
buy the machines - which cost about $5,000 apiece - and also didn't have a place to

safely store them.

. The GAO also tried to get a license from the state of Maryland, one of 34 states that the
NRC has given authority to handle such licensing. Unlike the NRC, the Maryland
officials said they wanted to visit the company, so the investigators withdrew their

application.

From The Associated Press reports

Related NPR Stories

Drill in Miami Tests Response fo Dirty Bomb  June 14,2007

@ 2016 npr
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Opinion +

Nuclear terrorist threat bigger than you think

By Joe Cirincione
(O Updated 5:53 PM ET, Fri April 1, 2018

Were Brussels terrorists trying to build ‘dirty bomb'? 03:54

Story highlights Ediftor's Nete: Jog Cirincione is the president of
e e+ Pioughshares Fund, a global security foundation,
He iz the author of "Nuclear Nightmares: Securing
the World Before It Is Too Late,” ard "Bomb Scare:
The History and Future of Nuclear Weapons.” He
serves on the secrelary of state's International
Security Advisory Board, The views expressed are
his own,

Joe Cirincione: 1 don't know a single nuclear
expert who thinks threat of nuclear terrorism is
shrinking

hittp:/fwww.cnn.com/2016/04/0/opinions/muclear-terrorism-threat-cirincione/index html 4/212016
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Nations need to do more to reduce and better (CNN) — Nuclear policy experts can seem like

protect nGSRIGdetors and spent nuclear Cassandra, constantly prophesizing apocalyptic
futures. In case you haven't noticed, we don'tlive in

a Mad Max world devastated by nuciear war.
Terrorists have not blown tip New York with a
makeshift nuclear bomb. We haven't bankrupted
ourselves, desplte the trilions of dollars spent on Cold War weapons.

fuel

Cassandra's curse, however, was not that she was wrong, but that no cne believed her. | don't Know &
single nuclear expert who thinks that the threat of nuclear terrorism is shrinking. | don't knew a single
one who thinks that the actions taken by world leaders at this week's Nuciear Security Summit are
encugh. We are fearful. And you should be, too. C

Chills went down a ot of experts' spines last month
when we saw the news that the Brussels bombers,
the ISIS terrorists who blew up the airport and
attacked the metro, were secretly videotaping a
Belgian nuclear official. This official worked at a
facility that had radiological material that terrorists
could use for a "dirty bomb." We do not know if
they were filming him or his family, if there was a
kidnap plot in motion, or what their exact plans
were. But this is not some Hollywood fantasy. This
is real. A nuclear terrorist event may be closer than

e you think.

Joe Clrincione ,
What are the risks? First, that terrorists could steal -

a complete nuclear weapon, like SPECTRE in the
James Bond thriller, "Thunderball.” This is hard, but
not impossible. The key risk is that the outside tarrorists get insider help: For example, a radical jihadist
working at a Pakistan weapon storage site. Or the Belgian base just outside Brussels where we still
stash a half-dozen nuclear weapons left over from Cold War deployments. Or the Incirtik alr base in
Turkey where we keep an estimated 50 weapons just 200 miles from the Syrian border.

Second, terrorists could steal the "stuff* of a bomb, highly enriched uranium or plutonium. They cannot
make this themselves -- that requires huge, high-tech facilities that only nations can construct. But
they could gat 50 or 100 pounds of uranium -- about the size of a bag of sugar -- they could construct a
crude Hiroshima-style bomb. SIS, with its money, territory and global networks, poses the greatest
threat to do this that we have ever seen. Such a homb brought by truck or ship or FedEX to an urban
target could kill hundreds of thousands, destroy a city and put the world's economy and politics into
shock.

Third, there is the possibility of a dirty bomb. Frankly, many of us are surprised this has not happened
already. | spoke to Jon Stewart on his show 15 years ago about the danger. This is not a nucltear
explosion unleashed by spiitting atoms, but simply a convertional explosive, iike dynamite, laced with
radicactive material, like cesium or strontium. A 10-pound satchel of dynamite mixed with less than 2
ounces of cesium {about the size of a pencil eraser) could spew a radioactive cloud over tens of square
blocks. No one would die, unless they were rignt next to the explosion. But the material would stick to
the buildings. inhaling just a speck would greatly Increase your risk of getting cancer. You could go into
the buildings, but no one would. There would be mass panic and evacuations, and the bomb would
render & port, financial district, or government complex unusable and uninhabitable for years until
scrubbed clean. Economic fosses could be in the trillions.

hitp:/fwww.cnn.com/2016/04/ 01/opinions/nuc1earwten:orism—threat—ciriucione/index.html 4/2/2016
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Fourth, terrorists could just attack a nuclear power
Opinion + reactar, fuel storage or other site to trigger a
massive radioactive release that could
contaminate hundreds or thousands of sguare
mifes, like Chernobyl or Fukushima. While nuclear
reactors are hardened against outside attack,
including by the intentional crash of a medium-
sized jet plane, larger planes could destroy them.
Or a series of sulcide truck bombers. But it might
not even take a physical expiosion. This week, it
was reported the United States and the United
Kingdom are to simulate a cyberattack on a

Related Articie: North Korea doesn't have nuclear power plant.

an H-bomb (Opmloﬂ) Can we prevent these attacks? Yes, by eliminating,

reducing and securing all suppiies of nuclear
. materials so that terrorists would find it too difficult
to get them. And by reducing and better protecting nuclear reactors and spent nuclear fuel.

Are we doing enough? No. "The capabilities of some terrorist groups, particularly the Islamic State, have
grown dramatically," says Harvard scholar and former Bush Administration cfficial William Tobey, "In a
net calculation, the risk of nuclear terrorism is higher than it was two years ago.”

The United States spends about $35 billior: on nuclear weapons every year. This year, we will spend
$1.8 billion on all our efforts 1o stop the spread these weapons and stop nuclear terrorism. You don't
have to be a nuclear expert to know something is out of whack here.

it is time we put our money where our threats are.

Follew @CNNQpinton

Join us on Facebook.com/CNNOpinion.
Read CNNOpinion's Fipboard magazine.
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Why GAO Did This Study

In 2012, GAC identified security
weaknesses at U.S. medical faclities
that use high-risk radiological sources,
such as cesium-137. This report
addresses potential security risks with
sucit sources in the industrial sector.
Radioactive material is typically sealed
in a metal capsule called a sealed
source. In the hands of a terrorist, this
radicactive material could be used to
construct a “dirty bomb,” NRC is
responsible for licensing and regulating
the commercial use of radiological
sources. NNSA provides voluntary
security upgrades to facilities with such
sources. GAQ was asked to review the
security of sources at industrial
facilities. This report examines (1) the
challenges in reducing security risks
posed by industrial radiological
sources and (2) the steps federal
agencies are taking to improve security
of the sources. GAQ reviewed relevant
laws, regulations, and guidance;
interviewed federal agency and state
officials: and visited 33 of about 1,400
U.S. industrial facilities selected based
on, among other things, geographic
location and type of device using the
radiological source.

What GAO Recommends

GAQ recommends, among other
things, that NRC assess the T&R
process to determine if it provides
reasonable assurance against insider
threats. In addition, GAC recommends
that NNSA, NRC, and DHS review
their collaboration mechanism for
opportunities to enhance if, especially
in the development of new
technologies. NRC generally agreed
with GAQ's recommendations, and
NNSA agreed with the one
recommendation directed to it. DHS
did not comment on the report.

View GAQ-14-293. For more information,
contact David C. Trimbie at (202} 512-3841 or
trimbled@gaoc.gov.
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NUCLEAR NONPROLIFERATION

Additional Actions Needed to Increase the Security of
U.S. Industrial Radiological Sources

What GAO Found

GAQC found that challenges exist in reducing the security risks faced by licensees
using high-risk industrial radiological sources. Specifically, licensees face
challenges in (1) securing mabile and stationary sources and (2) protecting
against an insider threat. Regarding mobile sources, their portability makes them
susceptible to theft or loss, as the size of some of these sources is small enough
for them to be easily concealed. The most commen mobile source is contained in
a device called a radiography camera. GAO identified four incidents from 2006 to
2012 where such cameras that use high-risk sources to test pipeline welds were
stoien. These thefts occurred even though the Nuclear Regulatory Commission
(NRC) has established increased security controls. Licensees aiso face
challenges in determining which employees are suitable for trustworthiness and
reliability (T&R) certification to have unescorted access to high-risk radiological
sources. GAQ found two cases where employees were granted unescorted
access, even though each had extensive criminal histories, and one had been
convicted for terroristic threats, which include a range of violent threats. In this
case, NRC said that the person was convicted not of a threat against the United
States, but of making violent verbal threats against two individuais. It is unclear
whether these cases represent isclated incidents or a systemic weakness in the
T&R process established by NRC. Without an assessment of the process, NRC
may not have reasonable assurance that access decisions made by licensees
can prevent threats to high-risk radiological sources, particularly by a determined
insider.

Federal agencies responsibie for securing radiological sources—including NRC,
the National Nuclear Security Administration (NNSA), and the Department of
Homeland Security {DHS)—have taken steps to improve the security of industrial
radiclogical sources. For example, NRC is developing a best practices guide that
is expected to provide licensees with practical information about how to secure
their sources. Also, NNSA is developing new technology that would, if
successful, improve tracking of radiological sources while in transit. However,
GAO found that although the agencies have been meeting quarterly to discuss,
among other things, radiological security, this mechanism did not always help
them collaborate and draw on each agency's expertise during research,
development, and testing of a new technology for a mobile source tracking
device. By not collaborating consistently, the agencies have missed opportunities
to leverage resources and expertise in developing this new technelogy to track
radiological sources. This technology could aid in the timely recovery of a lost or
stolen radiclogical source and support the agencies’ common mission. As GAO
has previously reported, when responsibilities cut across more than one federal
agency—as they do for securing industrial radiological sources—it is important
for agencies to work collaboratively to deliver results more efficiently and in a
way that is consistent with the federal government’s multiple demands and
fimited resources.

United States Government Accountahility Office
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DHS Department of Homeland Security
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GPS Global Positioning System
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Radioactive material is used worldwide for legitimate commercial
purposes, including industrial processes in the oil and gas, aerospace,
and food sterilization sectors. Material used for these purposes is typically
sealed in a metal capsule, such as stainless steel, titanium, or platinum,
to prevent its dispersal and is commaonly called a sealed source.’ Some of
these sources are highly radicactive and are found in a wide variety of
devices, ranging from mobile industrial radiography sources containing
hundreds of curies of indium-192 to larger irradiators with thousands, or
even millions, of curies of cobait-60.2 The facilities where these sources
are contained inciude, among other things, warehouses, commercial
facilities, and research buildings.

In the hands of terrorists, these sources could be used to produce a
simple and crude, but potentially dangerous weapon, known as a
radiological dispersal device ar dirty bomb, whereby conventional

1Such material includes americium-241, cesium-137, cobali-60, and iridium-182.

2 surie is a unit of measurement of radioactivity. In modem nuclear physics, it is precisely
defined &s ihe amount of substance in which 37 billion atoms per second underge
radioactive disintegration. In the international system of units, the becquerel is the
preferred unit of radicactivity. One curie equals 3.7 x 10" becquarsis.
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explosives are used to disperse radioactive material. Previous incidents
involving radiological sources provide a measure of understanding for
what could happen in the case of a dirty bomb attack. For example, in
1987, an accident involving an abandoned teletherapy machine, which is
used to treat cancer by focusing a beam of radiation from a highly active
radiological source at affected tissue, killed four people and injured more
in central Brazil. The radiological source in the teletherapy device
contained about 1,400 curies of cesium-137. The accident and its
aftermath caused about $36 milkion in damages to the region, according
to an official from Brazil's Nuclear Energy Commission. The accident
significantly contaminated 85 houses and created environmental and
medical problems. The decontamination process required the demolition
of homes and other buiidings and generated 3,500 cubic meters of
radioactive waste. Furthermore, over 8,000 persons requested monitoring
for contamination in order to obtain certificates stating they were not
contaminated.

Concerns about thefts of radiological sources and the possible
consequences of a dirty bomb attack persist. Their potential vulnerability
1o theft was highlighted in December 2013 when a fruck in Mexico
carrying a cabalt-60 source formerly used in medical treatment was
stolen. Although the source was recovered 2 days later, officials fram the
National Nuclear Security Administration (NNSA), a separately organized
serniautonomous agency within the Department of Energy (DOE), said
that it was opened by the thieves, and they were uncertain whether the
intended target of the theft was the truck or the source.

Furthermore, the Mexico case is not unique. According fo the
Internationai Atomic Energy Agency (JAEA), there have been 615
confirmed incidents involving theft or loss of nuclear and radioactive
materials around the world since 1993.% IAEA's Code of Conduct on the
Safety and Security of Radioactive Sources serves as a guide to define
high-risk radiological sources that warrant enhanced security and
protection beyond what was applied before September 11, 2001. This
includes Category 1 and Category 2 quantities of 16 radionuclides listed

3|AEA is an independent organization based in Vienna, Austria, that is affiliated with the
United Nations and has the dual mission of promoting the peaceful uses of nuclear energy
and verifying that nuciear materials intended for peaceful purposes are not diverted fo
military purposes.
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in the Code of Conduct that pose the highest risk and thus warrant
enhanced security and protection.*

The threat of an individual stealing a radiclogical source includes both an
outsider and potential insider threat. According fo the Federal Bureau of
Investigation’s (FBI) website, a company can often detect an outsider
{(nonemployee) and mitigate the threat of them steaiing company
property. However, the individual who is harder to detect is the insider—
the employee with legitimate access.

The Nuclear Regulatory Commission (NRC}) is responsible for licensing
the commercial use of and regulating the security of radiological sources
in the United States, including at industrial facilities. As part of its security
role, NRC also issues Jegally binding requirements in the form of orders
and regulations governing, among other things, the security of
radiological sources. These controls address the need to secure these
materials from outsider and insider threats. NRC may take enforcement
actions against licensees who are found to have violated its reg ulations.®
The actions may include notices of violation, monetary fines, or modifying,
suspending, or revoking a license. in addition, 37 states are responsible
for implementing licensing programs for industrial radiclogical sources,
including security inspections—these states are referred to as
“Agreement States.”®

NNSA develops and implements policy and programs to prevent the
proliferation of nuclear and radiological materials around the world. In
2008, NNSA established the Global Threat Reduction Initiative (GTRI)

“Within its catagorization system, JAEA considers sources in Category 1 to be the most
dangerous because they can pose a very high risk to human health if not managed safely
and securely. Although the curie amount Is less for Category 2 sources, they are also
considered dangerous by [AEA.

®A licensee is a company, organization, institution, or other entity to which NRGC or state
agencies have granted a general license or specific license to construct or operate a
nuciear facility, or to receive, possess, use, transfer, or dispose of source material, by-
product material, or special nuclear material.

542 11.5.C. § 2021(b) (2013). These states have entered into an agresment with NRC,
whereby NRC has relinquished authority, and they have assumed regulatory authority
over certain byproduct, source, and small quantities of special nuclear materials.
Agreement States typically oversee radiolegical security through their state health or
environment departments, and they inspect licensees to ensure compliance with state
regulations that are generally compatible with NRC regulations.
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domestic program, which among ather things, provides security
upgrades, such as motion sensors and alarms, to U.S. facilities with high-
risk radiological sources beyond what NRC requires.” NNSA's program
provides security upgrades only when requested by licensees and, as
such, is a voluntary program. When requested, and subject to funding,
NNSA assesses existing security conditions, recommends security
enhancements, and funds the procurement and instaliation of jointly
agreed-upon security measures that are consistent with best practices
NNSA has identified. NNSA officials said that they would typically
recommend that licensees (1) implement access controls, cameras, and
critical remote menitoring systems; (2} relocate radiological sources to
more secure locations at facilities; (3) install reinforced glass on interior
windows that are in proximity to the source; and (4) cover or reinforce
exterior openings such as skylights. Licensees are not required fo
implement NNSA’s recommendations.

In addition to NRC and NNSA, the Department of Homeland Security
(DHS) also plays a role in nuclear and radiological security. DHS is the
primary federal agency for implementing domestic nuclear detection
efforts for a managed and coerdinated response to radiological and
nuclear threats.

This report responds to your request that we review the security of
radiological sources at U.S. industrial facilities. For this report, we
evaluated (1) the challenges in reducing the security risks posed by high-
risk industrial radiological sources and (2) the steps federal agencies are
taking to ensure that high-risk industrial radiological sources are secured.

To conduct this work, we reviewed faws, regulations, and guidance
related to the security of industrial radiological sources. We interviewed
agency officials at NRC, NNSA, DHS, the Department of Transportation
(DOT), and the United States Department of Agriculture {USDA). We also
interviewed state government officials in three states, and safety and

7according to NNSA documents, the GTRI program partners with mare than 100 couniries
to reduce and protect vulnerable nuclear and radiclogical material located at civifian sites
woridwide. The program works to prevent terrosists from acquiring materials that could be
used in a weapon of mass destruction, a crude nuclear bomb, a radiologica!l dirty bomb, or
cther acts of terrorism. GTRI achieves its mission through three goals: convert research
reactors and isotops production facilities from highly enriched uranium fo low enriched
uranium, remove and dispose of excess nuclear and radiological materials, and protect
high-risk nuclear and radioactive materials from theft.
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security personnel at 33 industrial facilities in six states, to obtain their
views on how radiological sources are secured and what challenges they
face in securing them. To identify thefts and incidents involving
radiological sources we reviewed relevant documentation and spoke to
federal and state officials. To determine the risks faced by industrial
licensees of radiological sources, we visited 33 of about 1,400 industrial
facilities in California, Colorade, Hawaii, Pennsylvania, Texas, and
Wyoming. These facilities included 15 industrial radiography companies,
6 commercial or sterilization companies, 5 academic research facilities, 3
well logging companies, 2 manufacturing and distribution companies, and
2 USDA facilities. We selected these states and industrial facilities based
on whether they were NRC states or Agreement States, the amount of
curies contained in the devices using radiological sources, and the types
of radiological devices. The facility infermation is not generalizable to all
industrial facilities but provides illustrative examples. At the facilities, we
observed the security measures in place and spoke to officials in charge
of implementing NRC and Agreement State security controls and
overseeing the security measures.

To evaluate the steps federal agencies are taking to ensure the
radiological sources are secured at industrial facilities, we obtained
information from and interviewed agency officials at NRC, NNSA, DOT,
DHS, and USDA who are involved in securing sources and undertaking
studies evaluating technologies related to source security. We also
obtained infermation from Agreement States and NRC regions by
reviewing documentation and interviewing officials at four Agreement
States and one NRC regional office with responsibility for overseeing
high-risk radiological sources. We selected these states and the NRC
region based on the amount of curies and number of devices in the state
containing radiclogical sources, the types of devices used, and
geographic dispersion. We also interviewed officials at DOE’s Pacific
Northwest National Laboratory (PNNL) about the status of GTRI efforts
made to strengthen remote tracking of mobile devices containing
radiological sources. We visited industrial faciiities that received NNSA
funded upgrades and security assessments in California, Hawaii, and
Pennsylvania. To determine the costs of these security upgrades, we
obtained cost data from NNSA and interviewed the agency officials who
manage the GTRI program. We discussed the reliability of these data with
knowledgeable NNSA officiais and questioned them about the system's
controls to verify the accuracy and completeness of the data. We also
analyzed these data for missing information and obvious outliers. We
found the data sufficiently reliable for our reporting purposes. Appendix |
presents a more detailed description of our scope and methodology.
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We conducted this performance audit from November 2012 to June 2014
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

Radioiogical sources are used throughout the world for medicaf and

industrial purposes. Until the 1950s, only naturally occurring radioactive

materials, such as radium-226, were available for use in radiological

sources. Since then, sources containing radioactive material produced

artificially in nuclear reactors and accelerators have become widely

available, including cesium-137, cobalt-60, and iridium-192. Sealed

sources vary in size from the size of a grain of rice to rods up to several 5
inches in length. Figure 1 provides an image of an americium-241 sealed
radiclogical source. !

Figre 1: Sealed Radiolagical Source Tht Contains Americium-241 .

Source: DOE,

Note: This sealed source is not sized o scaie.

According to IAEA, the level of protection provided by users of radioactive
materials should be commensurate with the safety and security risks that
the material presents if improperly used. For example, radioactive
materials used for certain diagnostic imaging may not present a
significant safety or security risk due to their low levels of activity.
However, high-risk sealed radiological saurces that contain cobalt-60,
cesium-137, or iridium-182 could pose a greater threat fo the public and
the environment and a potentially more significant security risk,
particularly if acquired by terrorists to produce a dirty bomb. Industrial
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radiological sources are used in, among other things: (1) industrial
radiography devices for testing the integrity of welds, {2) well logging
devices in oil and gas production, (3) research irradiators in the
aerospace sector, and (4) panoramic and underwater irradiators used to
sterilize industrial products.

NRC oversees licensees through three regional offices located in
Pennsylvania, iliinois, and Texas. NRC has relinquished regulatory
authority for licensing and regulating radiological sources to 37 ‘
Agreement States that have entered into an agreement with NRC. Figure
2 shows which states are overseen by NRC and which are Agreement
States.
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Figur 2 Map of Nuclar Regulato Commission (NRC Regions and 37 Agreeent States

Region Ili Region 1

Region IV

I,

<

]

Hawai "’O Region Il

Atlanta, GA

\Aﬂingmn, ™

Al

Foarp i

NRC states {13}

- Agreemant States (37)
fﬂ‘

7)  NRCregional office

Sources: GAC: Map Resoutces (map).

Note: Although the figure depicts NRC's four regions, three aof the four regions oversee ficensees with
radiolagical sources. Region |, located in Pennsylvania, oversees industrial facilities within Region |
that have radiological sources. Regions |1l and 1V oversee such faciliies within thelr respective
regions.

Prior to 2003, NRC did not have specific orders intended tc address
security, but its safety regulations included general provisions that
licensees "secure from unauthorized removal or access” radiclogical
sources in storage, and to “control and maintain constant surveillance”
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over materials not in storage.® Following the attacks of September 11,
2001, NRC determined that certain licensed material should be subject to
specific security requirements.® The security of radicactive materials, or
sources, is a stated top priority for the agency to prevent the use of such
sources by terrorists. NRC has issued multiple orders and guidance
documents that direct licensees possessing high-risk radiological sources
to implement security measures. For the purposes of this report, we refer
to these NRC security orders and implementation guidance as "NRC
security controls” or “security controls.” NRC’s security controls apply to
 all types of high-risk industrial radiological sources, including mobile and
stationary sources. These security controls include the following:

« A 2003 security order requiring increased security measures for
licensees with panoramic and underwater irradiators. '

« A 2003 security order requiring increased security measures for
licensees that manufacture and distribute radiological sources.

. A 2005 security order directing all licensees possessing certain types
of radiological materials, including those commonly used in industrial
processes, to implement increased security measures, such as
conducting employee background checks.' Implementation guidance
was provided with the security order.’

810 C.F.R. §8 20.1801, 20.1802 (2014).

SNRC refers to the security controls as “increased” or “enhanced” confrals, indicating an
increased level of security after September 11, 2001, as compared with the safety
requirements that provided some security.

180rger Imposing Compensatory Measures for All Panaramic and Underwater Irradiators
Authorized to Possess Greater than 10,000 Curies of Byproduct Materia! in the Form of
Sealed Sources. NRC Order EA-02-249.

1Order Imposing Additional Security Measures for all Licensees Authorized to
Manufacture or Initially Transfer ltems Containing Radioactive Material for Sale or
Distribution and Possess High-Risk Radicactive Material of Concern. NRC Orger EA-03-
225

20rder fmposing Increased Controls. NRC Order EA-05-090. NRC issues security orders
fo require licensees to implement interim security measures beyond what is currently
required by NRC regulations and as conditions of licenses,

*30rder Imposing Increased Controls. NRC Order EA-05-080, including Enclosures,
Attachments, and Supplemental Questions and Answers.
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« A 2007 security order requiring criminal background checks and
fingerprinting for individuals needing unescorted access to radiological
material for their jobs. Fingerprints are required to be sent to NRC
which forwards them to the FBI for criminal background checks.™
Implementation guidance was also provided with this order.™

NRC officials told us that they have adopted a risk-based approach to

security in which the level of security should be commensurate with the

type and amount of sources that licensees are attempting to protect.

According to NRC officials, the intent of the security controls is to develop

a combination of people, procedures, and equipment that will delay and

detect an intruder and initiate a response to the intrusion—not to provide

absolute certainty that theft or unauthorized access will not be attempted,

but to recognize and address such efforts should they occur. The security

contrals provide minimum requirements that must be met to ensure 1
adequate security, and licensees may go beyond the minimum
requirements.

NRC has recently taken action to codify its security orders and guidance
into federal regulation. In March 2012, NRC approved the publication of
final regulations to, among other things, establish requirements for
security measures for medical and industrial radiological sources into
NRC regulations, replacing the existing security orders. The finai
regulations, found in 10 G.F.R. Part 37 (commonly known as Part 37),
were published in the Federal Register in March 2013, and they went into
effect 60 days later.” NRC licensees were required to comply with the
regulations by March 2014, while Agreement States are to promulgate
compatible regulations by March 2018, with their licensees being required
to comply at a subsequent date determined by each state. The current
security orders remain in place untit the new regulations are implemented.
NRC has also developed and provided licensees with implementation

“order Imposing Fingerprinis. NRC Order EA-07-305,

150rder Imposing Fingerprints, NRC Order EA-07-305, including Supplemental Questions
and Answers.

BNRC, Physical Protection of Byproduct Material, Final Rule, 78 Fed. Reg. 16,822 (Mar.
19, 2013) {amending and supplementing 10 C.F. R Parts 20, 30, 32, et al.).
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guidance for Part 37."7 NRC officials said that a new round of security '
inspections would occur once the new regulations were in effect.

In September 2012, 8 we reported that, at the 26 selected hospitals and
medical facilities we visited, NRC's requirements did not consistently
ensure the security of high-risk radiological sources. One reason for this
is that the requirements, which are contained in NRC security controls,
are broadly written and do not prescribe specific measures that licensees
must take {o secure their equipment containing high-risk radiclogical
sources. We recommended, among cther things, that NRC strengthen its
security contrals by providing medical facilities with specific measures
they must take to develop and sustain a more effective security program,
including specific direction on the use of cameras and alarms. NRC
disagreed that its security controls needed strengthening through more
prescriptive security measures, stating that its approach provides
adequate protection and gives licensees flexibility to tailor effective
security measures across a wide variety of licensed facilities.

In contrast to NRC's fiexible approach that allows licensees to determine
which security measures to implement to meet the security controis,
NNSA’s voluntary program for radiological source security uses a
prescriptive approach to upgrade the security of facilities—once a facility
agrees to participate—to a level beyond NRC’s minimum requirements.
According 1o NNSA's physical security guidelines, which were established
in 2010, the curie amounts for devices using high-risk radioactive material
such as iridium-192, americium-241, and cesium-137 defermine the level
of protection required. For example, NNSA recommends that facilities
using devices containing at least 10 curies of these materials upgrade, at
a minimum, the security of doors, locks, windows, walls, and ventilation
ducts. By comparison, NRC does not require security controls for some
devices containing only 10 curies of irdium-192, americium-241, and
cesium-137.%8 In addition, NNSA’s guidelines for 10 curies and above

7 implementation Guidance for 10 CFR Part 37, "Physical Protection of Category 1 and
Category 2 Quanlities of Radioactive Material”, NUREG-2155.

1BGAO, Nuclear Nenprofiferation: Additional Actions Needed to Improve Security of
Radiological Sources at {.S. Medical Facilities, GAO-12-925 (Washington, D.C.: Sept. 10,
2012).

*9The NRC adopted the Category 1 and 2 threshold quantities from the LAEA Code of
Conduct.
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Challenges Exist in
Reducing Security
Risks for Different
Types of Industrial
Radiological Sources

also call for video cameras, bullet resistant glass, hardened doors, cages,
and security grating, and if possible, armed on-site response. For high-
risk material totaling at least 1,000 curies, or when multiple smaller
sources are located in the same siorage facility with a combined curie
level of 1,000 curies or more, NNSA recommends biometric access
control devices, critical alarm remote monitoring systems, and enhanced
barriers to delay an adversary’s pathway to the radiological sources.

Chalienges exist in reducing the security risks faced by licensees using
high-risk industrial radiological sources, even when they follow NRC’s
security controls. Specifically, licensees face challenges, in (1) securing
mobile and stationary sources and (2) protecting against an insider threat.

Challenges in Reducing
Risks for Mobile and
Stationary Industrial
Radiological Sources

Mobile Industrial Sources

We identified twe main types of industrial radiological sources during the
course of our review: mobile sources used for testing pipeline welds in the
oil and gas sector, and stationary sources used for, among other things,
aerospace research, oil and gas production, and food safety. Some of the
stationary sources pose unique security challenges due fo either how
they are stored or their large curie levels. According to NNSA data, there
are approximately 1,400 industrial facilities in the United States that
house either mobile or stationary high-risk radiological sources,
containing a combined total of approximately 126 million curies of
radioactive material.?°

The portability of some industrial radiological sources makes them
susceptible to theft or loss. According to NRC, as of Decemnber 2013,
there are approximately 498 radiography licensees with 4,182 radioclogical
sources in the United States. These sources have a cumulative total of
about 214,000 curies of primarily iridium-192 and cobalt-60. In 2007, we

PRegarding the number of industrial radiological sources in the United States, NRC bases
its totals for sources and curie amounts on the number of licensees it has approved as of
September 2043. They calculate that there are 783 total industrial licensees in the United
States, containing approximately 129 million curies. NNSA bases Its totals for sources and
cutie amounts on individual industrial facilities, i.e. buildings where the sources are
located.

Page 12 GAO-14-293 Indusfrial Radiclogical Sources



reported that IAEA officials said that transportation of high-risk
radiological sources is the most vulnerable part of the nuclear and
radiological supply chain.?* Furthermore, according to IAEA documents,
the size of some of these mobile sources could make it easier for
unauthorized removal by an individual as the source is smali enough to
be piaced into the pocket of a garment. The most common mobile source,
iridium-192, Is contained inside a small device called a radiography
camera.”? NRC officials said that the device is about the size of a gallon
paint can and is transported in specially designed trucks to remote
locations where it can remain in the field for days or even months. Figure
3 shows an example of a radiography camera. ‘

NGAO, Nuclear Nonproliferation: DOE’s Infernational Radiological Threat Reduction
Program Needs o Focus Future Efforts on Securing the Highest Priority Radiological
Sources, GAO-07-282 (Washington, D.C.: Jan. 31, 2007).

22Radiographers use radiography devices, or cameras, to produce images used in the
examination of structures such as pipelines. The cameras contain radicactive sealed
sources. When the solrce is exposed, radiation penetrates the material and produces a
shadow image on film or some other detection medium. Radiography cameras use
sources that, if unshielded, are dangerous,
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ire 3 !ndutril Rdiography Camera

Source: GAO.

NRC’s security controls call for two independent physical measures—
such as two separate chains or steel cables locked and separately
attached to the vehicle—when securing a mobile device containing a
high-risk source to a fruck.?® The controls also cali for licensees to
maintain constant control and/for surveillance during transit, as well as
disabling the truck containing such devices when not under direct control
and constant surveillance by the licensee.? While the contrals cail for

23pp_05-000. For example, licensees may store their radiolegical sources in a box
secured using two separate chains or steel cables that are lacked and attached
independently to the vehicle; the bux also can be locked in a trunk or similar enciosure
and secured further with a single locked chain or steel cable.

24NRC officials noted that NRC safety regulations for sealed sources in industrial
radiagraphy require the device and/or its container to be kept locked when not under the
direct survelllance of a radiographer or assistant, and that when radiography is performed
other than at a permanent radiographic installation, the radiographer must be
accompanied by at least one other qualified individual. See 10 C.F.R. §§ 34.21(a),
-34.41(a) (2014).
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certain security measures, they do not include specific requirements for
trucks to have alarm systems or specify the strength or robustness of the
locks that must be used to secure the source inside the trucks. The
controls also do not include requirements for a Glebal Positioning System
(GPS) on the trucks.®

According to NRC officials, the agency's controls provide licensees with
flexibility to meet the security requirements. For example, all of the 15
industrial radiography companies we visited implement ditferent
measures to secure their sources,?® even though they use trucks with
similar designs. Specifically, the trucks are distinguishable by a fiberglass
enclosure sitting on the truck bed, which is known as a darkroom. At least
one radiographer met NRC's controls with, among cther things, a simple
padlock on the door to the darkroom as the first security control, and an
army surplus container chained to a cradie on the floor of the darkroom
with a padlock as the second control. However, we also observed that
other radiographers used high-security locks to controf access to the
darkroom, and reinforced metal containers that were bolted to the floor of
the truck and secured using high-security locks. Of the 15 radiography
companies we visited, 13 also had security alarms installed on their
vehicles. However, we were fold by 3 radiographers that the chemicals
used inside the darkrooms to develop photographs of potential cracks in
pipes can corrode the alarm systems, causing them to faii and requiring
frequent service. Figures 4 and 5 show different methods radiographers
we visited used to secure both the door to the darkroom and the
radiological source while on the truck.

253p3 is a space-based satellite system that provides positioning, navigation, and timing
data to users worldwide. As noted above, in 2013, NRC codified its security orders into
regulation, with some revisions. The regulations, which licensees were not reguired to
meet at the time of our visits, include a requirement that licensees use a telemetric
position monitoring sysiem or an alternative tracking system (such as, but not limited to,
GPS) when transporting Category 1 quantities of radicactive material. 78 Fed. Reg. at
16924, 16937, 17018 (2013) (establishing 10 CFR § 37.79(a}{(1 )(iii). However, it should be
noted that iridium-192 sourcas contained in radiography cameras are Category 2 and
would not be covered under the tracking requirements contained in the new regulations.

26| of the 15 faciliies we visited had implemented NRC's security controls according to
the licensees and accompanying NRC or Agreement State inspector.
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Figure 4: Standar Palock or Darkroom Deoor a igh-ecu:ty ck for Door

Sourca: GAQ,

Figure 5: Radiogrphy Camera Bx Padlocke within lts Crale nd igh-Scurity
Box Bolted to the Floor of the Truck :

Source: GAQ.

The risks associated with mobile sources are underscored by a series of
incidents involving both theft and unauthorized individuals attempting to
gain access to the sources. We identified four cases in which radiclogical
sources were stolen while on trucks since NRC's increased controls
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security order was issued in December 2005.% We also identified two
cases of individuals impersonating state radiological safety and security
inspectors at remote worksites where the mobile sources were being
used.

Specifically regarding the theft of sources, according to NRC and
Agreement State event reparts we reviewed and interviews with NRC and
Agreement State officials, we found that:

[n August 2012, a radiography camera containing 81 curies of iridium-
192 was stolen from a truck parked outside of a company’s facility in
one state. An individual broke into five trucks, taking various items,
including one radicgraphy camera that had been left in one of the
trucks rather than being returned to the storage facility. A surveillance
camera identified the truick used by the individual, and police
recovered the radiography camera from the individual's residence.
Agreement State officials initially propased fining the licensee
$10,000, but the licensee and the state office ultimately settled on a
fine of $1,000 to address the administrative penalty.

[n July 2011, a radiography camera containing 33.7 curies of iridium-
192 was stolen from a truck parked In a hotel parking lot in the same
state. Although the door to the truck’s darkroom was locked and the
device secured using cables and padlocks, the truck’s alarm system
was not activated. During the early morning hours, multiple individuals
broke into the truck while it was parked at a motel and ripped the
cables securing the container holding the radiography camera out of
the wall of the darkroom enciosure. The radiclogical source was never
recovered. The state initially proposed a $5,000 fine for the
administrative penalty, but the penalty was reduced to $500 due to the
efforts and expenses made by the company to recover the device.

In September 2008, a radiography camera with approximately 100

curies of iridium-192 was stolen along with a radiography truck, which
was parked at a gas station in the same state. The truck was stolen
when the radiographer went into the gas station to talk with his
supervisor and left the keys to the truck and the darkroom in the cab

“TThe trucks were generally equipped with security devices, such as lecks, intended to
meat NRC's security controls, and some had additional thef protection measures such as
alarms.
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of the truck. The truck was recovered 2 days later by the police ata
nearby business park along with the radiological source. The state
decided not to assess a fine against the company for the
administrative penalty, noting that the device was recovered.

. [n August 2006, a radiography camera with approximately 75 curies of
iridiumn-192 was stolen along with a radiography truck from a hotel
parking lot in another state. Although the truck was equipped with an
alarm, the alarm was not activated. In addition, the radiographer left
the vehicle’s keys in the truck’s door. The truck was abandoned and
found the next day along with the radiological source by the poiice in a
nearby strip mail parking lot. According to an Agreement State official,
they do not have statutory authority to impose monetary fines for
security violations, so no fine was assessed.?®

Concerning individuals impersonating safety and security inspectors at
remote worksites, according to incident reports we reviewed and state
officials we spoke to, we found that:

« In September 2010, a radiography crew was approached at a
temporary worksite by an individual who identified himseif as an
inspector. The individual became confrontational with the crew and
approached the worksite. When the radiographers prevented him from
entering the worksite, he accused them of viclating proper procedures
in their operation. The radiographers asked the individual to provide
identification, but he refused and later left the worksite. The individual,
who was a licensed radiographer, was identified as having multiple
convictions on his record, including assault, forgery, and terroristic
threats. The individual no longer practices radiography in the state.

. In March 2010, radiographers working at a temporary worksite were
approached by an individual wearing a Jacket with the state logo who
identified himself as a safety and security inspector. The individual
opened and closed the radiographer’s truck doors, went into the
darkroom, and then observed the radiographers as they performed
operations. He asked the radiographers questions regarding the
amount of curies in the radiography camera. After the radiographers

Z8An NRC official told us that several Agreement States do not legislatively empower their
enforcement units to levy civil fings or penalties for violations.
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contacted their superior, the individual left with two accomplices and
was never apprehended.

Two radiography licensees, as well as an Agreement State and several
NRC inspectors, toid us that the existing security controls were adequate
and that the industrial sources they use or monitor were adequately
protected. For example, one licensee told us that—given the small size of
his company, the company’s limited financial resources, and the marginal
risks associated with the radiological sources—additional security
requirements were not necessary. In contrast, another Agreement State
inspector told us that the security controls should be more prescriptive, as
more specific controls would make selecting security measures clearer for
licensees and evaluating the adequacy of such measures clearer for
inspectors. He said that nonprescriptive controls require additional
evaluation to determine if something is acceptable or notf. In addition, a
senior security official at a large radiography company told us that, prior
to the July 2011 theft of the source that was never recovered, he believed
that NRC’s security controls were adequate. However, after the source
was stolen, he concluded that NRC's controls needed to be more
prescriptive. He told us that the controls are too general, which makes
them largely ineffective. This official also said that the curent playing field
is not level and that some smaller radiography companies are doing a
disservice to the radiography industry by installing security measures that
meet NRC's security controls but are generally very weak. He cited
several examples of security measures he has seen that he believes are
substandard, including cheap locks, ineffective alarms, and darkroom
doors that can be easily breached. This official recommended that
industrial radiographers install common sense security measures, such
as high-security locks, which cost approximately $50 each, reinforced
doors, and GPS.

In addition, in 2007, the governor of Washington State requested that
GPS should be required for licensees with highly radioactive mobile
sources. Specifically, in 20086, the theft of a radiography camera in her
state prompted the governor to petition NRC to consider requiring GPS
for vehicles carrying high-risk sources, such as radiography cameras, or
allow states the flexibility to implement more stringent security measures
than those required by NRC. In the petition, the governor pointed to a
separate incident where a smaller radioactive source in a portable gauge
was stolen, but it was quickly recovered due to a GPS tracking feature on
the phone of the operator. in response to the petition, NRC informed
Washington State that the issues raised in the petition would be
considered in the ongoing Part 37 rulemaking. However, in March 2013,
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Stationary [ndustrial Sources

NRC denied the petitioner's request and did not require GPS tracking in
the final Part 37 rule. NRC also stated in the Federal Register that, with
respect to mobile radiological sources, existing security controls provide
adequate protection for mobile devices and that GPS was “neither
justified nor necessary.”?® An official from the Washington State’s
Department of Health stated in its response to NRC that his agency was
very disappointed that the Part 37 rule did not follow through on the
recommendation made by the governor and asserted that GPS tracking is
inexpensive and an easy way fo help with the rapid recovery of a stolen
industrial radiological source should preventative measures fail.

Notwithstanding NRC's decision, some licensees that we met with during
the course of our audit have installed GPS on their trucks, Ofthe 15
industrial radiography companies we visited, 8 had installed GPS an their
fieet of trucks. Of these 8 companies, 4 also provided their radiographers
with vibrating key fobs to alert them when the vehicle alarm goes off. In
the view of the radiographers from these 8 companies, GPS is an
effective security control. A senior security official at a large radiography
company told us that, after learning about a theft in 2011, his company
installed GPS in all 120 of its trucks at a cost of approximately $50 to
$100 per installation and from $29 to $39 per truck for manthly service.

Securing stationary high-risk radiological sources also poses challenges
for licensees. Facilities housing these sources include aerospace
manufacturing and research plants, storage warehouses, and panoramic
irradiators used to sterilize industrial products. Similar to the mobile
sources, NRC's security contrels for stationary sources provide a general
framework that is implemented by the licensee. However, as we reported
in September 2012, the security controls are broadly written and do not
provide specific direction on the use of cameras, alarms, and other
relevant physical security measures.

The challenge that licensees face as a result of the broadly written
security controls is that they may select from a menu of security
measures, which allows them to meet NRC's controls but not necessarily
address all potential security vulnerabilities. According to the licensees

BNRC, Physical Protection of Byproduct Material; Final Rule, 78 Fed. Reg. 16,922 (Mar.
19, 2013) (amendirg and supplementing 10 C.F.R. Parts 20, 30, 32, et seq.).

OEAD-12-925.
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and inspectors that accompanied us, all of the industrial facilities with
Category 1 and Category 2 high-risk radiological sources we visited had
measures in place to meet NRC's security controls, such as locks and
motion detectors, and the sources themselves were located within the
interior of the building. While these facilities met NRC's security confrols,
we noted that some faciities appeared to continue to have certain
vulnerabilities. For example, many of the facilities we visited did not have
security measures of the type often recommended by NNSA as part of
their voluntary security upgrades.®' Examples of facilities we visited that
met NRC’s security controls but still had potential security vulnerabilities
include the foliowing:

« At one facility, we observed that a warehouse storing 25 iridium-192
radiography cameras had an exterior rolftop door that was open and
unattended (see fig. 6). Once inside the warehouse, we also observed
that the wall acting as one of the barriers fo the sources did not go
from the floor to the ceiling. When we asked the NRC security
inspector who accompanied us about the barrier, the inspector told us
that the licensee was in compliance with NRC's security controls
because the sources were secured through other measures—-such as
locks and a motion detector. The inspector told us that while the
security measures in place were not optimal, there were no apparent
security violations.

« At another facility, we cbserved a cesium-137 irradiator with
appraximately 800 curies that was on wheels and in close proximity to
a loading dock rollup door that was secured with a simple padlock
(see fig. 7). The irradiator was stored in a vault that had a reinforced
sliding door and a motion detector that was activated after normal
working hours. The licensee told us that the wheels on the irradiator
were needed to move the device to different parts of the facility when
conducting research. During our visit, we observed that the sliding
door to the vault—which is one of the security measures used by the
licensee—was left open for ease of access. In our September 2012
report, we identified a similar situation at a medical facility and
concluded that although the facility met NRC’s security controls, it

31This is simiiar to the fingings we reported In 2012 for medical facilities. Ali of the 26
medical facilities we visited at that time had implemented NRC's security centrols and
undsrgone inspections by sither NRC or Agreement State inspectors. Although ail of the
faciliies met NRC's security controls, more than haif of these facilities had also received
NNSA security upgrades ar were in the process of receiving them for other vulnerabilities.
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i could be vulnerable because of the limited security we observed and
the mobility of the irradiator.®2

Fgur 6: Open Rolitop Doorad rier Not Extending to Ceiling

Source; GAQ.

32GA0-12-925,
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Figure?: Irradiator on Wheels and Loading Dock -

Source: GAQ.

We also abserved unsecured exterior skylights at a number of
warehouses that contained radiological sources ranging from iridium-192
radiography cameras to higher curie levels of cobalt-60 and cesium-137
used for industrial research and manufacturing. Of the 33 industrial
facilities we visited, 9 had unsecured skylights. When we guestioned an
NRC safety and security inspector whe accompanied us on the visit about
the unsecured skylights, he noted that the licensees met NRC's security
controls because the sources were secured in a locked container, and he
said that these skylights did not pose a security vulnerability. Figure 8
shows examples of unsecured skylights.
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Figure 8; Unsecured Skylights at Industrial Facilities

Source: GAO,

We also identified two types of stationary sources that pose unique
security challenges due to (1) how americium-241 sources are currently
being stored at some well logging facilities and (2) the large curie levels of
cobalt-B0 sources found in panoramic irradiators.

Well Logging Storage Facilities

Well logging is a process used to determine whether a well has the
potential to produce oil. Some well logging storage facilities with large
amounts of americium-241, including two facilities that we visited, are
potentially more vulnerable to theft as they have not implemented NRC's
security controls.®® Under NRC's security controls, increased security
measures are triggered by the type and amounts of curies of radiological
sources. For example, licensees with americium-241 are required to
implement NRC'’s security controls when the radioclogical sources in their
possession total 16 curies or more. Under the security contrels, muitiple
sources of the same type are added together for regulatory purposes only

B according to NNSA, there are approximately 1,736 well logging sources in the United
States, with almost 13,000 curies of primarily americlum-241 and cesium-137—2 of the 16
radiciogical sources posing the highest risk and thus warranting enhanced security.
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if they are “coliocated.”® NRC considers these sources to be collocated if
someone could gain access to them by breaching a single physical
barrier. However, some well logging licensees do not come under NRC's
security controls because they separate their americium-241 into
quantities that are not considered collocated. For example, these
ficensees may store quantities of this source in multiple separately locked
containers, which function as barriers, so they do not meet the definition
of being collocated. Figure 9 shows an example how licensees couid
store americium-241 in separate containers that would not be considered
collocated, and therefore, not under NRC's controls. As a result, a
segment of facilities with large quantities of radiological sources falls
autside of NRC's increased security controls, including security
inspections for the increased controls.?® As mentioned eartier, NRC has
identified the security of radioactive sources as a top agency priority to
prevent the use of such sources by terrorists. Thus, NRC's definition of
collocation may have the unintended consequence of placing a segment
of these sources at greater risk of theft or loss.

3The 2013 regulations continue this distincticn, See, e.g., 78 Fed. Reg. at 17,007 (adding
§ 37.5 defining aggregated), 17014 (adding §37.41(a)(1) incorporating aggregated
guantities into the applicability of physical protection requirements). NRC has explained,
"[a] licensee may choose to store radioactive materials, in any form, in separate [ocations
to avoid being subject to the proposed security requirements. Such action would not
conflict with the intent of the propcsed rule, which is to limit access to an aggregated
category 2 [i.e., high-risk] quantity of radioactive material.” 78 Fed. Reg. at 16,997,

38l licensed material is subject to NRC's and Agreement State requirements for storage
and control of licensed materials. (See 10 C.F.R. 20.1801 and 20.1802.) The level of
security and type of security inspection varies based on the type of material the licensee
possesses and how the licensee stores the material.
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gure :Well Loging Srge Facility u[tipl Containrs fo Soring T
Radiological Sources

Source: National Nuclear Securiy Administration.
Note: As figure 8 shows, the multiple in-ground containers store the radioactive materials, which In
some cases can contain americium-241 below the evels that require increased security controls.

We visited two well logging storage facilities and observed guantities of
americium-241 totaling greater than 16 curies that were stored in such a
way as not to be considered collocated——and therefore not subject to
NRC'’s security controls or their enforcement by either NRC or Agreement
State inspectors. NRC and Agreement State officials told us that well
logging licensees are not purposely avoiding NRC’s security controls.
Furthermore, in their view, the security controls are adequate.
Notwithstanding those views, an NNSA official stated that the security
measures employed by some well loggers could put the sources at risk.
NNSA is planning to evaluate the potential risks posed by these sources
and determine how best to secure them.

Panoramic Irradiator Facilities

Many panoramic irradiators used to sterilize industrial products have high
curie levels of cobalt-80 and are located near urban areas. According to
NNSA officials, there are currently 55 panoramic irradiators in the United
States. Panoramic irradiators generally utilize “source racks” that hold
hundreds of thousands to millions of curies of cobalt-60. The source rack
is composed of individual source "pencils” containing several thousand
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curies of cobalt-60 each. NNSA officials told us that when in use (raised
out of a pool of water used to shield the source) the radiation produced by
the entire source rack is strong enough to incapacitate a human in a
matter of minutes. When not in use (lowered into the pool of water),
individua! pencils could potentially be targeted for theft.

In one state, we visited two facilities operated by the two largest
panocramic irradiator companies in the United States. One of the facilities
had two cobalt-60 panoramic irradiators, one with 5 million curies and one
with 2.2 million curies. The ather facility had one panoramic irradiator with
2 million curies of cobalt-60. Both of these facilities were located near
large urban areas. NRC has security controls in place for industrial
facilities with large-scale irradiators to specify minimum security
controls.®® To meet these controls, the comparnies we visited have
installed, among other things, video cameras, motion detectors, and key
pad locks. Nevertheless, NNSA officials, who have visited similar facilities
at both companies, told us that the large curie levels used in the
irradiators and proximity to urban areas still creates potential security
risks despite the security measures already implemented. As a result,
NNSA has recommended a number of security upgrades for panoramic
irradiators, including: (1) installing alarmed pool covers; (2) installing
enhanced access controls including biometric devices and alarm systems
focused on the irradiator; and (3) installing remote monitoring systems.
Figure 10 shows a photograph of exterior doors at a pancramic irradiator
facility we visited.

380rder Imposing Compensatory Measures for All Panoramic and Underwater irradiators
Authorized to Possess Greater than 370 TerraBecquerels (10,000 Curies) of Byproduct
Material in the Form of Sealed Sources. EA-02-240.
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Figure 10: Loading Dock with Roll up Doors

" Source: GAD.

Licensees Face
Challenges Protecting
Against an Insider Threat

Licensees of mobile and stationary radiclogical sources face challenges
in determining which of their employees are suitable for trustworthiness
and reliability (T&R) certification, as required by NRC's security controls.®
Such certification allows for unescorted access fo high-risk radiological
sources. Officials at almaost haif of the facilities we visited told us that they
face challenges in making T&R determations. These challenges include
limited security experience and training and incomplete information to
determine an employee's suitability for unescorted access.

Before a licensee can grant an employee unescorted access to high-risk
radiological sources, NRC security controls require the licensee, among
other things, to: (1) conduct employment and education background

37 As noted above, our report focuses an the security controls that were in place during our
2013 visits to licensees, With respect to T&R certffication, the Part 37 regulations now in
effect continue the same approach as the prior security controls. Where appropriate, we
reference the Part 37 regulations and implementing guidance.
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checks; (2) perform an identification and criminal history check that
includes taking the employee’s fingerprints and sending them to NRC,
which forwards the fingerprints to the FBI; and (3) determine that the
individual is trustworthy and reliable. These controls are intended to
mitigate the risk of an insider threat—an employee or someone else with
authorized access who might be trying to steal, tamper with, or sabotage
radiological sources. NNSA officials told us that they consider an insider
threat to be the primary threat to facilities with radiological sources.
According to an NNSA Fact Sheet, almost all known cases of theft of
nuclear and radiological material involved an insider. The document
states that skills, knowledge, access, and autharity held by some insiders
make the threat difficuit to mitigate. As a result, great care must be taken
in determining the T&R of employees who are granied unescorted access
in facilities with high-risk radiological sources.

Under NRC's security controls, the criminal history check is performed by
the FBI, submitted to NRC, and forwarded to the licensee. NRC’s controls
place the responsibility on the licensee {o evaluate all the information and
determine whether the employee is trustworthy and reliable. In its Part 37
" regulations, NRC codified the process for criminal history check and
review generally as established in the orders. In response to its proposal
for these regulations, NRC received comments stating that it should
provide specific criteria—such as disqualifying convictions—for use by
licensees with respect to the T&R determination. However, NRC declined
to provide specific criteria, stating that it is the licensee’s responsibility to
consider all information and make a determination. An NRC official told us
that this was a policy choice by the Commission. The officiai said that
NRC's role in the T&R determinations is limited, but NRC inspectors may
review a licensee’s records during a site inspection. However, the official
told us that such a review is limited to whether the licensee obtained the
required types of information, not the merits of the licensee’s
determination to grant unescorted access to an individual.

NRC has provided licensees with a number of indicators to consider when
evaluating an individual's T&R. Some of these include the following:

» conduct that warrants referral for criminal investigation or resuits in
arrest or conviction;

. uncontrolled anger, violation of safety or security procedures, or
repeated absenteeism;

« attempted or threatened destruction of property or life; and
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« the frequency and recency of the conduct.

NRC implementation guidance states that these indicators are not meant
to be all inclusive or be disqualifying factors. Moreover, NRC's guidance
states that it is a licensee’s business decision as to what criteria it uses
for the basis of the T&R determination.?® NRC guidance—as well as its
new regulations—does not specify how a licensee should evaluate an
individual's T&R. For example, NRC’s current and former implementation
guidance do not include indicators that would disqualify an employee from
receiving unescorled access. Instead, each case must be judged on its
own merits, and final determination remains the responsibility of the

- licensee. NRC's implementation guidance also states that the
requirements are not intended to stop determined adversaries intent an
malevolent action from gaining access to the radioactive sources. Rather,
this implementation guidance is designed to provide reasonable
assurance that individuals with unescorted access to the radiological
sources are trustworthy and reliable and that facilities have a reliable
means to monitor events that are potentially malevolent and have a
process for prompt police response.

Under NRC’s security controls, it is left to the licensee to decide whether
to grant unescorted access, even if an individual has been indicted or
convicted for a violent crime or terrorism, and the licensee is not required
to consult with NRC before granting T&R access. Officials at 7 of the 33
licensees we reviewed said that they have granted unescorted access o
high-risk radiological sources to individuals with criminai histories. We
found two cases where employees of industrial radiographers in two
different states were granted unescorted access despite having serious
criminal records.

. Case 1: Individual with numerous criminal convictions. |n one case, a
T&R official told us that she granted unescorted access to an
individual in 2008 with an extensive criminal history, some of which
was included on the FBI report the company received from NRC, and

38Thg current guidance similarly states, “it should be left to the licensee’s judgment
whether criminal arrests indicate poor judgment, unreliability, or untrustworthiness.”
implementation Guidance for Part 37, “Physical Protection of Category 1 and Category 2
Quantities of Radicactive Material,” NUREG-2155, pp.120-121. Prior to this guidance,
which accompanied the new 2013 regulation, NRC had provided licensees with similar
guidance in various documents.
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some that was absent. This criminal history included two convictions
for terroristic threat that occurred in 1996, which were not included in
the background information provided to the T&R official by NRC.
While NRC’s security orders do not preciude granting unescorted
access to radiological sources to persons with convictions for
terroristic activity (or other serious crimes), the T&R official said that
had she been aware of the individual's convictions for terroristic
threat, she would not have granted him unescorted access. Based on
available documents, we identified that the individual had been
arrested and convicted multiple times between 1996 and 2008. These
convictions included the following: terroristic threat (twice), assault,
forgery, failure to appear in court, driving while intoxicated, and driving
with a suspended license. According to that state’s statute, a
terroristic threat includes any offense involving violence to any person
or property with intent to, among other things: piace the public or a
substantial group of the public in fear of serious bodily injury; place
any person in fear of imminent serious bodily injury; or prevent or
interrupt the occupation or use of a building, place of assembly, place
of employment or occupation, aircraft, automobile, or other form of
conveyance.® According to NRC officials, identification of a criminal
history through the FBI or a discretionary local criminal history check
does not automatically indicate unreliability or untrustworthiness of an
individual. The licensee may authorize individuals with criminal
records for unescorted access to radioactive materials
notwithstanding the individual’s criminal history.

In 2010, the individual was declared to be a substantial threat by the
Agreement State’s licensing agency after he impersonated a
radiography inspector and was hostile toward radiographers in the
field, as previously discussed. An investigation performed by the state
health department conciuded that the individual was a threat to public
health and safety, and he subsequently surrendered his state
radiography license. It was not clear from avaitable information why
the terroristic threats and other convicticns did not appear on the FBI
criminal background check or why the official deemed the individual
trustworthy and reliable. We brought this case to NRC’s attention after
learning about it in February 2014. In response, NRC officiais said

32NRC indicated that the terroristic threat convictions were based on a violent verbal
threat that the individual made against two other individuals, not the United States. Making
this type of “terraristic threat" Is a misdemeanor offense.
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that they contacted the Agreement State office to gather relevant
information and independently evaluate whether the situation
represented an isolated incident or if it was indicative of a
programmatic issue. Based on their initial review, the officials said that
they believed the event was an isolated incident. However, without an
assessment of the T&R process, NRC will not be able to determine
the extent to which this case may represent a larger problem or if
corrective actions are needed.

« (Case 2: Individual caught stealing from company. In another case, an
industrial radiographer in charge of making T&R determinations told
us that an individual with an extensive criminal record was granted
unescorted access to radiological sources. The T&R official told us
that he considered the individual a risk and objected to granting him
unescorted access, but he was overruled by his supervisor. The
employee who had been granted access was subsequently arrested
for stealing from the company.

Without more complete information and specific guidance on how to
evaluate an individual's T&R, licensees could continue to face challenges
in making decisions about the suitability of personnel who are granted
unescerted access-to high-risk radiological sources, elevating the risk of
an insider threat, which NNSA has identified as being responsible for
aimost all known cases of theft of nuclear and radiclogical material. As
noted above, NRC's approach to providing reasonable assurance to an
insider threat is to require licensees to collect and te consider various
types of information, including an FBi criminal history, and to make a
determination based on the licensee’s judgment, without any NRC-
identified disqualifying criteria. Therefore, nothing in the NRC controls or
guidance precluded the licensees in these two examples from approving
access. Moreover, according to an NRC official, NRC’s role is limited to
providing guidance and inspecting that the licensee has accumulated all
approptiate information when making T&R determinations—not the merits
of any particular decisions.
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Taking Steps to
Improve Security of
Radiological Sources
but Are Not Always
Effectively
Collaborating

Federal agencies are taking steps to better secure industrial radiological
sources. Specifically, NRC is developing a Best Practices Guide for
licensees of high-risk radiclogical sources and planning to provide
additional training to NRC inspectors. [n addition, NNSA has two
initiatives under way to improve industrial radiclogical source security.
However, NRC, NNSA, and DHS—agencies that play a role in nuclear
and radiological security—are not effectively collaborating to achieve the
common mission of securing mobile industrial sources.

NRC Is Developing a Best
Practices Guide and
Planning Additional
Security Training for
Inspectors

NRC plans to develop a Best Practices Guide for licensees of high-risk
radiological sources in response to a recommendation in our September
2012 report.*® According to NRC officials, the guide is expected to be
issued in spring 2014 and will include informaticn for licensees on
physical barriers; locks; monitoring systems, such as cameras and
alarms; as well as examples of how to secure mobile sources and
sources in transit. NRC officials told us that the guide wili serve as a
layperson's source of practical information about security and have
minimal technical language. Howevaer, the Best Practices Guide remains
in draft form, and it is not clear that it will provide specific direction on
cameras, alarms, and other refevant physical security measures, For
example, the officials said that the guide will not be a catalogue for
specific makes and models of security devices such as cameras and
iocks.

During development of the Best Practices Guide, an NRC official told us
that they are relying on a working group that includes, among others,
representatives from NNSA, four inspectors from NRC'’s regional offices,
one Agreement State inspector, and one Agreement State manager to
provide insight into chalienges licensees face in complying with NRC's
security controls. However, the official also told us that they have not
directly reached out to licensees during the development of the Best
Practices Guide. NRC data show that there are almost 800 industrial
licensees in the United States.

40cAD-12-925,
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As we reported in 2013, active engagement with program stakeholders is
a critical factor to success.*! Furthermore, in 2012, we reported that
programs are most likely to succeed when they involve stakeholders in
establishing shared expectations for the outcome of the process.*
According to professional practices, project managers should identify and
prioritize stakehoiders to include those who will be directly affected
(positively and negatively) by the project.*® Once the stakeholders are
identified, continuous communication is needed to ensure that their needs
are understood, issues are addressed as they come up, and they are
engaged in the project decisions and activities. Although developing the
guide is a step in the right direction, without including the views of
licensees, NRC cannot be certain that the guide wil be as useful as it
could for those who will be directly affected by the process.

NRC also plans to provide additional security training for NRC and
Agreement State inspectors to improve security awareness and reinforce
a security culture. For example, NRC began revising the inspector
training course in May 2013 and moved the training facility from Sandia
National Laboratories to the NRC Technical Training Center in
Chattanooga, TN. NRC officials told us that the course will provide
information on physical protection systems and NRC security controls,
including the identification of threats, an introduction to physical protection
systems, and the identification of critical components of physical security,
such as detection and access control. NRC officials also said that they
have built a mock security laboratory at the Technical Training Center,
which includes examples of security equipment such as security sensors,
alarms, locks, and cameras. In addition, NRC plans to take inspectors on
facifity tours to introduce them to security practices at an irradiator site
that has installed the voluntary NNSA security upgrades, a small mobile
radiography company, and a local emergency response center.

4 GAQ, Information Technology: Leveraging Best Practices to Help Ensure Successful
Major Acquisitions, GAC-14-183T (Washington, D.C.: Nav. 13, 2013).

260, DHS Strategic Workforce Planning: Oversight of Departmentwide Efforts Should
Be Strengthened, GAO-13-65 (Washington, D.C.: Dec. 3, 2012).

434a Guide to the Project Management Body of Knowledge,” Project Management
Institute, 2043. “Eight Strategies for Research to Practice,” fi 360, September 2012.
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NNSA Efforts o Address
Security Risks Posed by
Industrial Radiological
Sources

NNSA has two initiatives under way to address security risks posed by
industrial radiological sources: (1) testing and developing tracking
technology for mobile sources, and (2) upgrading the physical security of
industrial facilities.

Testing and developing technology for tracking mobile sources. In 2013,
NNSA officials reported spending approximately $800,000 for a project to
develop tracking systems for mobile devices containing radiological
sources. Under cost-sharing arrangements, NNSA cfficials told us that
they are collaborating with industry partners from both the industrial
radiography and well logging industries who have agreed to provide
support for development, design reviews, and field testing of prototype
systems. According to the officials, this technology, if successful, would
aliow for (1) real-time tracking and monitoring of the source in storage,
during fransport, and during temporary storage within the transport
vehicle, (2) immediate notification of a potential loss or theft situation to a
central monitoring location, and (3) assistance in recovering a source that
is lost or stolen. NNSA officials said that they plan to complete the
development of the tracking systems and transfer the technology to one
or more vendors for commercial manufacture and sale by summer 2015.
Individual industrial radiography and weil logging companies would be
able to purchase the systems directly from the commercial manufacturer.
To encourage use of the technoiogy, NNSA is also evaluating if the
government should subsidize all or a portion of the cost of the systems
and, if so, for all potential users, or a particular group of users meeting
certain criteria. NNSA officials told us that they expect the systems to cost
in the range of $300 to $500 for each radiography device, and $500 io
$750 for each well logging truck.

Security upgrades at facilities. As of June 2013, NNSA had completed
security upgrades at 20 industrial facilities at a cost of $5.5 million.
Included in the 20 industrial facilities with completed upgrades are 7
USDA sites with irradiators containing cobalt-60 and cesium-137 that are
used for research and pest irradiation. Upgrade of these 7 facilities cost
$3.8 million. NNSA has also completed security upgrades at one mobile
radiography facility but, according to NNSA officials, the agency decided
not to upgrade any additional facilities because higher priority facilities .
were scheduled for completion first. In addition, NNSA officials said that
their current plans are to complete the development of the electronic
mobile source fracking system prior to implementing security upgrades at
additional radiography storage facilities. They told us that security at
storage facilities for mobile sources would only address half the risk, as
the sources also trave! into the field.

Page 35 GAO-14-293 Industrial Radiological Sources



NNSA’s activities include working with federal, state, and local agencies,
as well as private industry to install sustainable security enhancements
for high-priority nuclear and radiological materials located at civilian sites
in the United States. However, an NNSA official told us that, in light of
their available funds for these efforts, many of these civilian sites with
industrial radiclogical sources have not received security upgrades, and it
is uncertain when or if such upgrades will be made. To date, NNSA has
focused most of its attention and planning—and expended the majority of
available funds for making such upgrades—on U.S. medical facilities. As
of June 2013, NNSA had completed security upgrades at approximately
one-quarter of all U.S. hospitals and medical facilities with high-risk
radiological sources at a total cost of $135 million. NNSA officials said
that the agency’s focus on medical facilities is due primarily to the large
number of facilities that, in their view, pose a more immediate risk
because they are located in and around urban areas, contain large
quantities of high-risk sources, and include buildings that are generally
more accessible to the general pubiic. However, these officials said that,
as the number of medical facilities left to upgrade decreases, the program
has begun to focus on industrial facilities and is finding that these facilities
(particularly in the panoramic irradiation, industrial radiography, and well
logging industries) may require unique security solutions and an updated
budget estimate.

Federal Agencies Are Not
Always Effectively
Collaborating on
Technology Development

Although DHS, NNSA, and NRC have an interagency mechanism for
collaborating on, among other things, radiclogical security, they were not
always doing so effectively. By not having effective ways to ensure
consistent collaboration, the agencies may be missing opportunities to
achieve the common mission of securing radiological sources. Our
previous work has identified that when responsibilities cut across more
than one federal agency--as they do for securing industrial radiological
sources—it is important for agencies to work collaboratively.* Taking into
account the nation’s long-range fiscal challenges, we noted that the
federal government must identify ways to deliver results more efficiently
and in a way that is consistent with its multiple demands and limited
resources. In addition, we have previously reported on the need for -
coliaboration in securing radiological sources. For example, we reported

“GAQ, Practices That Can Help Enhance and Sustain Collaboration among Federal
Agencles, GAQ-08-15 (Washington, D.C.; Oct. 21, 2008).
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in 2007, that while DOE has improved coordination with the Department
of State and NRC to secure radiological sources woridwide, DOE has not
always integrated its efforts efficiently, and coordinated efforts among the
agencies have been inconsistent.*

During this review, we found that the agencies involved in securing
radiological sources—DHS, NNSA, and NRC—meet quarterly, along with
the FBI, for “trilateral” meetings that include, among other things,
discussions of radiological security. However, these meetings did not help
DHS, NNSA, and NRC collaborate and draw on each agency’s expertise
during research, development, and testing of new technology for a mobile
source tracking device. Specifically, we found that DHS contracted with
Sandia National Laboratories in October 2011 to study commercially
available technologies for tracking mobile radiological sources.* The cost
of the study was $271,000. The study concluded that it is physically
possible to tag some radicgraphy and oil well logging devices. However,
existing technology such as GPS—as opposed to developing a new
technology—has limitations that would prevent reliable or effective
tracking. DHS callaborated with NRC and several DOE national
laboratories to develop the study but did not share the results with key
NNSA officials who are directly invelved in radiological source security.
According to DHS officials, they made NNSA aware of the report through
their quarterly meetings of senior officials, but NNSA officials with
responsibility for securing radiological scurces told us that they were not
aware of the report until we brought it to their attention during the course
of our review. NNSA officials told us that it would have been helpful to
have the report earlier. As a resuit, the officials had to quickly evaluate
the report's findings to ensure there were na “show stoppers” that would
negatively impact their current activities in the same area of technology
development.

B3A0-07-282.

48R K. Patel and B.K. Smith, DNDO Feasibility Study of Electronically Tagging and
Tracking Portable Radiation Radiography and Ofl Well Logging Sources. SAND2010-
§905, Sandia National Laboratories, Albuquerque, NM, 2010. DOE oversees the largest
{aboratory system of its kind in the world. The mission of DOE's 23 national laboratories
has evolved over the last 55 years. Originally created to design and build atomic bombs
under the Manhattan Project, these national laboratories have since expanded fo conduct
research in many disciplines—from high-energy physics to advanced computing at
facilities throughout the nation. Nine of DOE's laboratories are large, multiprogram
nationai laboratories that dominate DOE's science and fechnology activities.
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NNSA is also developing a tracking system for devices containing mobile
radiological sources, such as industrial radiegraphy cameras. However,
we found that NNSA has not been collaborating with DHS and NRC on
the project. For example, NNSA did not reach out to DHS for input
regarding tracking technologies, even though DHS had completed a
related study in 2011 concerning tracking mobile radiological sources
(see above). Regarding NRC, NNSA officials told us that they have no
plans to coordinate with the NRC division in charge of regulating and
licensing radiological sources—the division that has regulatory authority
far radiological security. NNSA officials stated that they would reach out
to the NRC technical division that approves and certifies changes in the
design of the packaging and transportation of the device. However, the
officials noted that coordination would only occur if NNSA determined that
recertification of the device is required, which they believed was not likely.

As we have previously found, collaborating agencies should identify the
human, informatien technology, physical, and financial resources needed
{0 initiate or sustain their collaborative effort.*” The current collaboration
mechanism employed by DHS,- NNSA, and NRC appears to not always
he effective, and it may contribute to missed opportunities to leverage
resources, including expertise, in developing new technology to address
vulnerabilities associated with radiological sources white in transit.

Conclusions

Federal agencies are taking steps to better secure industrial radiological
sources in the United States. Nevertheless, we found that licensees still
face challenges in securing these sources. NRC is developing a Best
Practices Guide to reduce the risks posed by the sources and thus help
inform and educate licensees and other stakeholders about measures
that could be taken to raise the level of security awareness and improve
security. While this is a positive step, NRC has not directly reached out to
licensees ta obtain their views. Active engagement with key stakeholders
is a leading practice on which we and cthers have reported. Without
including the views of licensees, NRC cannot be certain that the guide will
be as useful as it could for those who will be directly affected by the
process.

YGA0-06-15.
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NRC requires security controls for radiological sources commensurate
with the type and amount of sources that licensees are attempting te
protect. However, some well logging ficensees do not come under NRC's
increased security controls, because they separate their americium-241
into quantities that do not meet NRC's definition of collocation. Because
these facilities fall outside of NRC's increased security controls, they do
not receive security inspections for the increased controls. As a result, a
segment of these sources are potentially at greater risk of theft or loss.

In addition, licensees are required to make T&R determinations regarding
employee suitability to have unescorted access to high-risk radiological
sources. Under NRC's security controls, even if an individual has been
indicted or convicted for a violent crime, the licensee is not required to
consult with NRC before granting unescorted access to high-risk sources.
It is unclear whether two cases where employees were granted
unescorted access, even though each had extensive criminal histories—
including, in one of the cases, convictions for terroristic threats—
represent isolated incidents or a systemic weakness In the T&R process.
Without an assessment by NRC, the agency may not have “reasonable
assurance” that the process in place to make access decisions is as
robust as it needs to be to prevent the theft or diversion of high-risk
radiological sources by a determined insider. NRC’s security controls are
also silent on what, if any, indicators would disqualify an employee from
being granted unescorted access. Without more complete information
and specific guidance on how to evaluate T&R, licensees could continue
to face challenges in making decisions about the sulitability of personnel
who are granted unescorted access to high-risk radiological sources,
potentially increasing the risk of an insider security threat, which NNSA
has identified as being responsible for almost all known cases of theft of
nuclear and radiological material,

As we have reported in the past, it is important for agencies to work
collaboratively to achieve greater efficiency. An interagency mechanism
exists to promote collaboration among the agencies responsible for
securing radiological sources. However, DHS, NRC, and NNSA have
missed the opportunity to leverage resources, including expertise, in
developing a new technology to track radiological sources, which could
aid in the timely recovery of a lost or stolen radiological source and
support the agencies’ common mission.
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Recommendations for
Executive Action

We are making four recommendations in this report.

To ensure that the security of radiological sources at industrial facilities is
reasonably assured, we recommend that the Chairman of the Nuclear
Regulatory Commission take the following three actions:

« Obtain the views of key stakeholders, such as licensees, during the
development of the Best Practices Guide to ensure that the guide
contains the most relevant and useful information on securing the
highest risk radiological sources.

« Reconsider whether the definition of collocation should be revised for
well logging facilities that routinely keep radiological sources in a
single storage area but secured in separate sforage containers.

« Conduct an assessment of the T&R process—by which licensees
approve employees for unescorted access—to determine if it provides
reasonable assurance against insider threats, including

« determining why criminal history information concerning
convictions for terroristic threats was not provided to a licensee
during the T&R process to establish if this represents an isolated
case or a systemic weakness in the T&R process; and

. revising, to the extent permitted by law, the T&R process to
provide specific guidance to licensees on how to review a
employee's background. NRC should also consider whether
certain criminal convictions or other indicators should disqualify an
employee from T&R or trigger a greater role for NRC.

To better leverage resources, including expertise, to address
vulnerabilities associated with radiclogical scurces while in transit, we
recommend that the Administrator of NNSA, the Chairman of NRC, and
the Secretary of DHS review their existing collaboration mechanism for
opportunities to enhance collaboration, especially in the development and
implementation of new technologies..

A

Agency Comments
and Qur Evaluation

We provided a draft of this report to the Chairman of the NRC, the
Administrator of NNSA, and the Secretary of Homeland Security for
review and comment. NNSA and NRC provided written comments on the
draft report, which are presented in appendices il and lil, respectively.
DHS did net provide comments. NRC generally agreed with our four
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recommendations, and NNSA agreed with the one recommendation
directed to it to enhance coilaboration with other federal agencies on the
development and implementation of new technologies. In its written
comments, NNSA also said that it is ready to support NRC efforts with
technical expertise and other assistance as required in relation to the
recommendations directed toward NRC. NRC and NNSA also provided
technical comments that we incorporated as appropriate. In addition, the
Organization of Agreement States, which represents the 37 Agreement
States responsible for overseeing regulatory compliance for radiological
saurces, provided technical comments.

In its written comments, NRC stated that the security and control of
radioactive sources is a top pricrity and that its regulations provide a
framework that requires licensees to develop security programs with
measures specifically tailored to their facilities. NRC also noted that its
inspectors have already investigated and taken action on some of our
concerns identified in the report regarding the use of industrial sources,
and if additional measures are needed, it will consider appropriate
enhancements. NRC agreed with our recommendations to (1) obtain the
views of stakeholders during development of its Best Practices Guide and
(2) enhance collaboration with other federal agencies on the deveiopment
and implementation of new technologies. NRC also acknowledged the
merits of the two other recommendations to reconsider the definition of
collocation for well logging facilities and conduct an assessment of the
Trustworthiness and Reliability (T&R) process and discussed the actions
it plans to take to address them. Regarding these two recommendations,
NRC plans to reevaluate these issues as part of its review of the
effectiveness of the recently issued security regulations under 10 C.F.R.
Part 37. This review is expected to occur 1 to 2 years after the regulations
are implemented. According to NRC's comment letter, this review will
serve as the basis for determining whether any additional security
measures, guidance documents, rulemaking changes, or licensee
outreach are appropriate. To that end, NRC stated in its technical
comments that it independently evaluated the case we identified of an
individual granted unescorted access, even though he had an extensive
criminal history and had been convicted for terroristic threats. Based on
its infial review, NRC noted that the event was an isolated incident and
not a programmatic issue. However, without an assessment of the T&R
process, which they have agreed to consider, NRC will not be abie to
determine the extent to which this case may represent a larger problem or
if corrective actions are needed.
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We recognize that a review of the effectiveness of the recently issued
regulations will take time to complete. However, due to the serious nature
of the security problems identified in our report, this reevaluation of the
definition of collocation and the T&R process should be canducted by
NRC with a greater sense of urgency. if NRC follows its current plan to
address these recommendations in the time frame outlined in its
comment letter, the review will not occur until 1 to 2 years after
implentation of 10 C.F.R. Part 37. in the case of the 37 Agreement
States, the earliest the review would occur is 1 {o 2 years afer they issue
their own compatible regulations—required by March 2016. The longer it
takes for licensees to implement the security upgrades, the greater the
risk that potentially dangerous radiological sources remain vulnerable and
could be used as terrorist weapons. :

As agreed with your offices, unless you publicly announce the contents of
this report earlier, we plan no further distribution until 30 days from the
report date. At that time, we will send copies of this report to the
Administrator of NNSA, the Chairman of the Nuclear Regulatory
Commission, the Secretary of Homeland Security, the appropriate
congressional committees, and other interested parties. in addition, this
report will be available at no charge on the GAO website at
http://www.gao.gov.

If you or your staff members have any questions concerning this report,
please contact me at (202) 512-3841 or trimbled@gao.gov. Contact
points for our Offices of Congressional Relations and Public Affairs may
be found on the last page of this report. GAO staff who made significant
contributions fo this report are listed in appendix V.

D C Tl

David C. Trimble
Director, Natural Resources and Environment
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Appendix I: Scope and Methodology

We focused our review primarily on the Nuclear Regulatory Commission
(NRC) and the Department of Energy’s (DOE) National Nuclear Security
Administration (NNSA) because they are the principal federal agencies
with responsibility for securing radiological material at industrial facilities
in the United States. We also performed wark at the Department of
Homeland Security (DHS) because they are also involved in securing
radiological sources, and we interviewed officials with responsibility for
radiolegical security at the Depariment of Transportation (DOT) and
United States Department of Agriculture (USDA). In addition, we
interviewed an expert in the field of nuclear security, representatives from
state government, and safety and security personnel at U.S. industrial
facilities to discuss their views on how radiological sources are secured.

We visited 33 industrial facilities in California, Colorade, Hawaii,
Pennsylvania, Texas, and Wyoming. These facilities included 15
industrial radiography companies, 8 commercial or sterilization
companies, 5 academic research facilities, 3 well logging companies, 2
manufacturing and distribution companies, and 2 USDA facilities. The 33
facilities we visited are a nongeneralizable sample, selected on the basis
of whether they were NRC states or Agreement States, the amount of
curies contained in the devices using radiological sources, and the types
of radiological devices. In addition, we considered if the site had
undergone security upgrades funded by NNSA, and whether the site is
located in a large urban area. At each location, we interviewed facility
staff responsible for implementing procedures to secure the radiclogicat
sources, including questions about the use of security measures and if
the licensee had made contact with NNSA. We also met with security
personnel at sites, when available, and spoke to officials at some local
law enforcement agencies responsible for security breaches.

We used NNSA's G-2 database, which aggregates data from NRC's |
National Source Tracking System (NSTS), to identify the location of '
industrial radiological sources, determine the different types of industrial |
devices that use radiological sources, and quantify curie amounts for

different types of radiological sources. The G-2 data is based on

information extracted from the NRC's 2011 NSTS database, the NRC's

2008 Sealed Source Inventory, and NNSA project team visits. G-2

contains all buildings in the United States that have risk-significant

radiological sources (> 10 curies). To determine the reliability of these

data, we conducted electronic tesiing and interviewed staff at NNSA and

NRC about the reliability of these data. \We tested these data to ensure

their completeness and accuracy, and we determined that these data
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Appendix I: Scope and Methodology

were sufficiently reliable to use in selecting locations to visit and
summarizing the tota! number of facilities and the total number of curies.

To evaluate the challenges industrial licensees with industrial radiological
sources face in securing these sources, we reviewed laws, regulations,
and guidance related to the security of industrial radiological sources. We
interviewed agency officials at NRC, NNSA, DHS, DOT, and USDA. We
also interviewed state government officials in three states, and safety and
security personnel at 33 industrial facilities we visited in six states, to
obtain their views on how radiological sources are secured and what
challenges they face in securing them. To identify thefts and incidents
involving radiological sources, we reviewed relevant documentation and
spoke to federal and state officials. We also spoke {o officials at 33
industrial facilities we visited in California, Colorado, Hawaii,
Pennsylvania, Texas, and Wyoming. At the faciiities, we observed the
security measures in place and spoke to officials in charge of
implementing NRC and Agreement State security controls and
overseeing the security measures.

To learn what steps federal agencies are taking to ensure radiological
sources are secured at industtial facilities, we obtained information from
and interviewed agency officials at NRC, NNSA, DOT, DHS, and USDA
who are involved in securing sources and undertaking studies evaiuating
technologies related to source security. We also obtained information
from Agreement States and NRC regions by reviewing documentation
and interviewing officials at four Agreement States (California, Colorado,
Texas, and Washington State) and one NRC regional office (Region V)
with respansibility for overseeing high-risk radiological sources. We
selected these states and the NRC region based on the amount of curies
and number of devices in the state containing radiological sources and
the types of devices used. We also interviewed officials at DOE’s Pacific
Northwest National Laboratory about the status of efforts made to
strengthen remote tracking of mobile devices containing radiological
sources. We visited industrial facilities that received NNSA funded
upgrades and security assessments in California, Hawaii, and
Pennsylvania. To determine the costs of NNSA's security upgrades for
industrial facilities, we obtained cost data from NNSA and interviewed the
agency official who manages NNSA’s Global Threat Reduction Initiative
program. These data were used to determine the number of U.S.
industrial facilities that have received NNSA security upgrades, as well as
the total cost for completing these upgrades. We discussed the reliability
of these data with knowledgeable NNSA officials and questioned them
about the system’s controls to verify the accuracy and completeness of
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the data. We also analyzed these data for missing information and
obvious outliers. We found the data sufficiently reliable for our reporting
pUrposes.

We conducted this performance audit from November 2012 to June 2014
in accordance with generally accepted government auditing standards.
Those standards require that we plan and perform the audit fo obtain
sufficient, appropriate evidence to provide a reasonabie basis for our
findings and conclusions based on our audit objectives., We believe that
the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.
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Appendix II: Comments from the National
Nuclear Security Administration

N/ -~ Department of Energy

s et Sy S Washiogion, DG 20585

&Y National Nuclear Security Administration

May 22, 2014

Mr. David Trimble

Director

Natural Resources and Environment
Government Accountability Office
‘Washington, DC 20458

Dear Mr. Tomble:

Thank you for he opportunity to review tae Govermnment Accountability Office's (GAO)
draft report titled, Additional Actions Needed to Increase the Security of US. Indusirial
Radiological Sources, (GAO-14-293). I understand the GAQ began this review after b
canclusion of its 2012 study on the security of radiclogical sources at U.S. medical
tacilities, redirecting focus to examine the challenges in reducing security risks posed by
industrial radiological sources and the steps ederal agencies are taking to irptove
secunty.

We agree challenges exist in reducing the security risks faced by U.5. licensees using
high-risk industrial radiological sources. Specifically, Heensees face challenges in
securing mobile and stationary sources and protecting against an insider threat.

The GAO report makes three recommendations to the Nuclear Regulatory Commission
(VRC), and one joint recommendation to NRC, the National Nuclear Security
Administration {NNSA) and the Department of Homeland Security (DHS). NNSA. is
ready to support NRC efforts with technical expertise and other assistance as required in
relation o the: Frst three recommendations. The joint recommendation suggests the three
agencics review existing collaboration mechanisms for enhancement opportunities,
cspecially in the development and implementation of new technelogics. NNSA concurs
and ‘will build on the current efforts 10 irprove coordination with NRC, DHS and other
relevant interagency partners 1o improve the security of radiological sources.

We appreciate the GAO’s efforts and will use this information to pursue additional

efforts with the specific goals of leveraging resources and expertise to improve the
security of industrial radiofogical sources.

@ Pz wth S0y ko recyelad paper
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Nuclear Security Administration

If you have any questions regarding this response, please contact Dean Childs, Director,
Office of Audit Coondination and Tnicmal Affairs, at (301} 903-1341.

Sincerely,

PPN E

“Frank G. Klotz
Under Secrctary for Nuclear Security
Administraior, NNSA

Enclosure
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Appendix lll: Comments from the Nuclear
Regulatory Commission

URITED STATES
RUCLEAR REGULATORY COMMISSION
WASHMGTON, 0.0, 20355-0001

May 19, 2014

Glen Levis, Assistant, Direcior
Matural Resources and Envionment
U.8. Government Accountability Cffice
Washington, DC 20548

Dear Mr. Levis:

_ Thank you for the appariunily to review and comment ort the draft of your repert GAO-14-283,
“Additianal Actions Needed to Increase the Security of U_S. Industriai Radinlogical Seurces,”
whith the Nuciear Regulatory Gommissian (NRC) received on Api 24, 2014, The NRT
appreciates the time and effort you and your staff have taken ta review this topic.

Security and contro! of radfoactive scurces Is a tap priorty for the NRC, which has 2 lang
history of ensuring radioactive source pretection and security. [n March 2013, the NRC
issued & new ruie, Tile 10 of the Cade of Federal Regulaions (10 CER) Part 37, “Physical
Protection of Category 1 and Categary 2 Quantities of Radioactive Material,” which further
enhanced security requirements for category 1 and 2 quantities of radiogciive materials. The
risk-informed and peformanca-based requirements of Part 37 represent a comprebensive,
mutti-layered pragram of secudity measures for radinactive materials that is facused on
providing pratection cammensurale with the sk associated with the quantity of material
possessed by the licensee,

Because the Part 37 regulations were not In effect af the fime of the Government
Accountabifity Office's (GAQ) audit, the GAQ report focused an the NRC sagurity
requiremants that were issued {o NRC licensees by order in accordance with the NRC's
authority under the Atomic Energy Act of 1954, as amended. The new Part 37 rule did not
simply cadify the security orders. but expanded upon the securily requitements in those
arders. (n drafling the Part 37 regulations, the NRC considerasd, amang other things, the
various orders issued, lessans leamed during the implementation of the orders, experience
obtained with voluntary security erthancentents, and recammendations pravided by and
commants received from a wide vatiety of stakenolders. The resulling regulations provide a
framework that requires ficensees (¢ develap securily programs with measuses specifically
tailored to thek faciliies.

The NRC licensees wera required to ke in compliance with the rew requlations by March 18,
2014, and Agreement States are cuirently in the prucess of implementing comipafible
requirements for their ficensees, which must be completed by March 19, 2016. As stated
helow, the NRC is committed to reviewing the effectiveness of the requirements in 10 CFR Part
37 postimplementation fo detetmine whether any additional enhancements are necessary, if
additional measures are needed, the Commissian will consider appropriate enhancements.

Enclosure 1 t this letter includes specific jechnical comments o the: draft repart and
Enclosure 2 provides background infarmation in support of one of our comments. The draft
GAQ repert provided four recommendations, three of which recommend specific action by the
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G. Lavis 2

NRC. As discussed in Enclosure 2, NRC inspectors have already investigated and {aken
action on some of the GAC's concems regarding the use of indusfrial sources, The NRC and
the Agreement States will confinue to pursue the examples in the report to ensure a complete
understanding af 1he security concems identified by the GAO and will incarporate any
findings into the Part 37 effectiveness mview.

Our comments on the recommendations are [isted below:

« Recommendation: The NRC shauld obtain the views of key stakeholders, such as
licensees, during the develapment of the Best Practices Guide to ensure that the guide
contalns the most relevant and useful information on securing the highest risk radiological
SOUrces.,

Response: The NRC agrees with the GAQ's recommendation that the viaws of key
stakeholders, suckt as licensees, should be obtained during the development of the
guidance doctiment, “Physical Security Best Practices for the Protection of Risk
Significant Radioactive Material” {Le., the Best Practices Guide). NRC and Agreement
State inspectors interact with licensees during inspections fo discuss questions and
issues that the licensees have regarding the NRC's security requirements. The Best
Practices Guide is being written to focus on areas of concem that licensees indicated to
inspectors during the inspeciian process. I addition, the Department of Energy's
National Nuclear Security Administratiort (NNSA) Giobal Threat Reduction Initiative, which
is-performing voluntary security upgrades and regularly Interacts with NRC and
Agreement Siate licensees, participated in the development of this 2est Practices Guide.

Tao address the congem raised by GAQ in your report GAC-12-925, “Nuclear
Nonpraliferation: Additional Actions Needed ta improve Securily of Radiological Sources
at 1.5, Medical Faciifies,” regarding improving the licensee’s knowledge of acceptable
secuity practices, the NRC is committed to publishing the Best Practices Guide in May
2014. However, during fhe first one t¢ two years pest implemeniatian of 10 CFR Part 37,
the NRC will assess the effectiveness of this guidance dogument to determine if any
revisions to this document are needed, and will make tevisions agoordingly using our
public participation procass,

» Recommendation: The NRC should reconsider whether the definition of coflocation
should be revised for well logging facilities that routinely keep radiclogical sources ina
single storage area but secured in separate storage containers.

Response: The NRC acknowledges the GAO's recommendation that the definition of
collocation should be regvaluated for well logging fasilities that routinely keep radiciogical
saurces it a single storage area but secured in separate containers, During the first sne
to two year post-implemeaniation perjod of 10 CFR Part 37, the NRC plans 10 conduct &
preliminary revtew of the effectiveness of the requirements to determine whether any
additicnal security measures, guidance documen!s {including revising NUREG-2 155,
‘Implementation Guidance for 10 CFR Part 37 Physical Protection of Category 1 and 2
Quantities of Material® and the Best Praclices Guide), rulemaking changes of licensee
oufreach are appropriate. The reevaliation of the definition of collgcation will be included
in this effort.
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« Recommendaticn: The NRC should conduct an assessment of the Trustworthiness and
Reliabllity {T&R) pracess to determine if it pravides reasonable assurance agatnst insider
threat.

Response: The NRC acknowledyes the GAQO's recommended assessment of the T&R
process to determine if it provides reasonable assurance against an insider threat. As
stated earfier, the NRC plans to conduct a preliminary review of the effectiveness of the
10 CFR Part 37 requirements to determine whether any additional security measures,
guldance documents, rulemaking changes of licensee outreach are appropriate. The
reevaluation of the T&R process will be conducted as part of this effort.

« Recommendation: The Administrator of the National Nuclear Security Administration, the
Chairman of the NRC, and the Secretary of the Department Homeland Seocurity should
review their existing collaberation mechanistn for opportunities ta enhance collaberafion,
especially in the develepment and implementation of new technoiogies.

Response: The NRGC agrees with this recommendation and will continue fo conduct
periodic meetings with sentor management of these agencies [ enhance coordination
and cotiabaration on overarching technicat and policy issues related to source security.
As the GAQ is aware, the NRC rautinely collaborates with these agencies on a range of
fopics including the security of radiation sources. Both the NNSA and the Depariment of
Hemeland Sscurdty actively parlicipate along with ather agencies and State ’
representatives on the Radiation Saurce Pratection and Security Task Force, which is
chaired by the Chairman of the NRC, consistent with the Energy Polivy Act of 2005.

The NRC appreciates the oppaortunity ta comment and to pravide information about agency
actions being taken regarding the recommendations in the draft GAD repott. Should you have
any quesfions, please contact Mr. Jesse Ariidsen at (301) 415-1785.

Sincerely,

L B VA

f< Mark A Satorius

Exscutive Director
for Operations
Enclosures:
1. NRC Comments on GAS Dralt Report
GAQD-14-283

2. Background Information

ce: David Trimble, GAQ
Jeffrey Bamon, GAQ
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NEWS & TERRORISM

COMMUNICATING IN A CRISIS
A fact sheet from {ne National Academies and the U.8. Department of Homeland Security

al!,out » By cont:ast, most of th sp
dmy bomb would hkely fall to the ground \vlthm a few city blacks or

fy the radtoacnvé element(s) présent

What Is lonizing radiation?

When radicactive elements decay, they pro-
duce energetic emissions {alpha particles,
beia particies, or gamma rays) that can cause
chemical changes In lissues. The average per-
son in the United Slates receives a “back-
ground® dose of about ong-third of a rem* per
year—ahout B0% from matural sources
including earth malerials and cosmic radia-
tion, and lhe remaining 20% frem man-mads
radiation sources, such as medical x-rays.
There ase different fypes of radlcactive mate-
rials that emit ditferent kinds of radiation;

Gamma and X-rays can travel lonp distances
ingir and can pass through the body exposing
internal organs; it s also a concern if gamma
emitling materal is ingested or inhaled.

Bela radiation can fravel & few yards In the
gir and in sufficient quaniities might cause
skin damage; bela-emitting material is an
Tnlesnal hazard if ingested or inhaled,

Alpha radiafion travels caly an inch or two
In the alr and cannot even penetrale skin;
alpha-emitfing material is a hazard if It is
ingested or inhalad,

. *Arem is 4 measure of ratfialion dese, based on the

amount of endrgy abisorbed &y a mass of tksoe, Dosg
it A0 be meastirer i Stevers (1 Stevert=1{] rem).




What are some common radfoactive malerials
used in our society?

A EMITTERS
Cobalt-68 (Co-60y-—cancer therapy, industral
ratfiography, industral gauges, food irradialion,
Gesium-137 {Cs-137)}—same uses as Ccbalt-60
phus wielt logging.
iridluym-182 {ir-192)—industrdal radiography
and medical fmplants for cancer therapy.

BETA EMITTER

Stronllum-80 {8r-90) —radioisotape thermo-
elecltiic generators (RTGs), which are used o
make glectriclly In remute areas.

ALPHA ERATIERS

Plutonium-238 {Pu-238}—research and welt
Ingging and in RIGs for space missions.
Americium-241 (Am-241)—industrial pauges
and well fogging.

Comparlson of cormmon radiation exposures
with doses known o produce near-term
health effects.

Approx, dose
{in rems)
Chest X—}ay 0.03
Average annal dose from 0.2-03
gxposure to natural soorces
CAT scan (whols body) 1
Revommended anmval indt in 1to5 max
occupational expasure per year
(exclusive of medical exposures)
No symptoms of Hingss 19
Ne symptoms of illness; LY

minor, temparary decreases
in white cells and platetels

Possible acule radiation 100
syndrome; 10% will have
nausea and voroiting wthin

48 hours and mildly deprassed
bleod counts;

Half of those exposed will 300-400*
die within 30 days wilhoil

medical care

"Hall, EJ, 2006, Radiablology for the Radiclogist.
Lippincott Willizme & Wilkins,

Most duty bambs and ar_her RDDs wouid have very iocalizec{ effects, rangmg )
from less than a city block to several square miles. The area over which
radmactwe matemals.wcuid.be dlspersed depends on factoxs such as:

‘the low rad;atmnlevels expected &omanRDD the. mmledlate hea[th ,
fation exposure would likely be minimal,

cut,_ ‘Radijation, Syndrome {ARS) L ' i
Ui A ;kely to result frot a dirty homb. It s a short—term health effect
:that begms to appear when individuals are expoaed to & highly radmacmre
'material over a reiamvely small amount of time. The chart shows that an esti-
a mate.& 10%. of ﬂ:m popuiation may exhibit signs of ARS if they are exposed te
“r doscs_of 100 rems or more. Principal signs and symptoms of
Ba, yoxmtmg, dlatrhea, and reduced b?ood ceﬂ counts.

" ARS are niause

Psychological lmpacts AT ” &

‘ 'Psychologlca[ effects from feax of bemg exposed may be one of he ma;or
ccnseq(i des of a di cybom’o Unless tuformation about potential & ew:posnre is

_ ilable Trom a credible s squrce, ‘people imsute about their exposare

g ht seelc advice fzom medlcal centers, comphcatmg the centers abxhty to
deal thh acute m]unes e '; N :




WHAT SHOULD PEOPLE DO TO PROTECT THEMSELVES?

Time, Distance, and Shielding

Tollowing any radiological explosion, people should:

+ ‘Minirmize the time they are exposed to the radiarion marerials from the dirty bomb.

+ Maximize their distance from the source; walking even a short distance from the scene
could provide significant protection since dose rate diaps dramatically with distance
from the source. -

+ Shield themselves from extemal exposnre and inbalartion of radioactive material.

Practical Steps .
If people ave near the site of a dirty bomb or release of radivactive meaterial, they shoufd:

" 1. Stay away from any obvious plume or dust cloud.

2. Cover their mouth and nose with a tissue, filter, or damp cloth to avoid inhaling or
ingesting the radicactive matertal.

3, Walk inside a building with closed doors and windows as quickly as can be done in an
orderdy manner and listen for information from emergency responders and authorities.

4. Remove contaminaced clothes as soon as possible; place them in a sealed container
such as a plastic bag. The clothing could be used later to estimate & person’s exposute,

5, Gently wash skin to remove possible contamination; people should make sure that no
radivactive material caters the mouth ot is transferred to areas of thie face where it could
be easily moved to the mouth and ingested. For example den’t eat, drink, or smoke. -

‘Questions such as when it’s safe to leave a building or retun home, what is safe to eat
and drink and when, and how children will be cared for if they are separated from their
patents would be answered by authorities who would have to raake decisions on a case-
by-case hasis depending on the many variables of the situation.

Decisions Regarding Evacuation -

Evacuation as a plume is passing could result in greater exposures than shelrering in place,
The best course of action will be provided by emergency officials who may use computa-
Hons from models of plume travel and potential tadiation health effects.

.Reducing Contamination

"Contaminated individuals can expose or contaminate other people with whom they
come in close contact and should aveid contact with others until they are decontami-
nated. Pecple who have inhaled or ingested radicactive material require assistance by
medical personmel.

-Antidotes C

There are no reliable antidotes once radioactive material is inhaled or ingested; however,
symptoms car be treated, There are some chemicals that help cleanse the body of specif-
ic radioactive materials, Prussian blue has been proven effective for cestum-137 ingestion,
Potassium iodide (KI) tablets are recommended only for exposure to fodine-131 (1-131),
a short-lived radiocactive element produced u nuclear power plants, Trained medical pro-
fesstonals will determine how to treat symptoms.

WHAT ARE THE LONG-TERM CONSEQUENCES?

Monitoring and Clean-up of Affecied Areas .

In the days and weeks following the use of an RDD, officials might be expected ro:
+ Bstablish « plan for careful monitoring and assessment of affected areas.

» Impose quarantines as necessary to prevent further exposures.

+ Remove contamination from areas where persons might continue to be exposed.




Delayed Health Effects of Radiation

One concern: of radiation exposure is an' elevated tisk of developing cancer later in life, although
studies have shown that radiation is a relatively weak carcinogen. Exposure at the low radiation doses
expected from an RDD would increase the risk of cancer only stightly over naturally occurring rates.
Long-term healtch studies on the survivors of the 945 nuclear bombings of Hiroshima and Nagasaki
indicate that for those who Teceived radiation doses from 0 up to 10 rems, less than 1% of cancers in
that population were attributable to radiation. A long-term medical surveillance program might be
established for victims of a significant radiclogical attack to monitor potential health effects.

Economic Impact

Such impacts might Involve distuption to lives and livelthoods as the contaminated area is being
cleaned up. This impact could continue even after the site has been cleaned up if people are reluc-
tant to return to the affected area.
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